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1. OBIAA XAPAKTEPHCTHKA PAFOYEH ITPOT PAMMBbI
IIPO®ECCHOHA/IBHOI' O MOAYIIA

«IIM.01 BBITIOJIHEHHUE PABOT I10 IPOEKTHPOBAHHUIO CETEBOH
HHOPACTPYKTYPhLI)

1.1. llenv u nnanupyemoie pe3yiomamot 0C60€HUA NPOPECCUOHATLHOZ0 MOOY/IA

B pesynbraTe u3yueHus npodeccHoHaIbHOr0 MOAYJIA CTYAEHT JOJDKEH OCBOUTH OCHOBHOM
BUJI ICSITEILHOCTH BhIMoHEHNE padoT MO MPOSKTUPOBAHUIO CETEBON MH(PACTPYKTYPHI U COOTBET-
CTBYIOIIIME €My 00IIIMe KOMIIETEHLIUU U MPOPEeCCHOHATbHbIE KOMIIETCHIIUU:

1.1.1. ITepeyenn 00X KOMIETEHITUI

Kox HanmeHnoBanue 001X KOMNeTEeHIH

OK 01. Bri6upaTh criocoObl pemieHus 3aaa4 npodeccuoHanbHOM AeSITeNbHOCTH IPUMEHHUTEIb-
HO K Pa3JIM4YHbBIM KOHTEKCTaM

OK 02. Hcnonp30BaTh COBpEMEHHBIE CpPE/ICTBA MOKCKA, aHaIN3a U MHTEepIpeTanuu uHpopMma-
MU, U WHOOPMAIMOHHBIE TEXHOJOTHH IS BBINOJHEHHUS 33134 MpodeccCHOHATBLHOM
JIESITEIbHOCTH

OK 03. [TnanupoBaTh U pealn30BbIBATH COOCTBEHHOE MpodeccnoHalbHOe U TUYHOCTHOE pa3-

BUTHE, IPECIIPHHUMATEIBCKYIO JICITEILHOCTh B IPO(ECCHOHATBLHOM cdepe, UCTIONB30-
BaTh 3HAHMS 110 (UHAHCOBON rPAMOTHOCTH B PA3JIMYHBIX KU3HECHHBIX CUTYAIIHSX

OK 04. D} dexTHBHO B3aUMOICHCTBOBATh U PaOOTATh B KOJUICKTHBE  KOMaHIE

OK 05. OcCy1ecTBIATh YCTHYIO U MMCbMEHHYK0 KOMMYHUKALMIO Ha TOCYJapCTBEHHOM S3BIKE
Poccuiickoit @enepauyu ¢ yueToM 0COOEHHOCTEHW COLMATBHOIO M KYJIbTYpHOTO KOH-
TEKCTa

OK 06. IIposiBNATE TIpa’KJaHCKO-NIATPUOTHYECKYIO MO3ULHUIO, JEMOHCTPUPOBATh OCO3HAHHOE

MMOBCACHNUEC HA OCHOBC TpAaAUIITUOHHBIX O6I.[I€‘ICJ'IOBC‘-ICCKI/IX HCHHOCTCﬁ, B TOM 4YHUCJIC C
YUYE€TOM TrapMOHH3aAIUN MCKHAITUOHAJIBHBIX WU MEKPCIUTHO3HBIX OTHOHICHHfl, nmpumce-
HATH CTAHAAPTBI AaHTUKOPPYHNIIHMOHHOT'O ITOBCACHUA

OK 07. CopeiicTBOBaTh COXPAaHEHHUIO OKPYXKAIOIIEH Cpesibl, pPecypcocOepekeHNI0, IPUMEHITh
3HaHUS 00 U3MEHEHUHU KJIMMaTa, IPUHIUIIEI OepeXIIMBOro MPOU3BOJCTBA, Y3PPEKTUBHO
JICCTBOBATH B YPE3BBIYAMHBIX CUTYAIHSIX

OK 08. Hcnonb3oBath cpeacTBa (pU3MUECKON KYJIbTYphl Ul COXPAHEHUS U YKpEIUIeHUs 3710-
POBBS B IIpoliecce NMPOPecCHOHANbHON AESITENbHOCTH U MOAJEpKaHUS HEOOXOAUMOIO
ypOBHsI (hU3MYECKON MOATOTOBIEHHOCTH

OK 09. [Tonb30BaThecs MpodeccHoHaNbHON JOKYMEHTAIMe Ha TOCYyJapCTBEHHOM U MHOCTpaH-
HOM s3BIKax

1.1.2. Ilepevyens nmpodeccHoHaTbHBIX KOMITETSHITHI

Kox HanmeHoBaHMe BUIOB JeSITEJIbHOCTH U NPO(PEeCCHOHATBHBIX KOMITETEHIHI
[IK 1.1. | BeimonHATh NpoeKTHpOBaHHE KaOEIbHOU CTPYKTYpPhl KOMIIBIOTEPHOM CETH.
[IK 1.2. | OcymiecTBasATh BBIOOP TEXHOIOTHUH, MHCTPYMEHTAJIBHBIX CPEJCTB U CPEICTB BBIYMCIIH-

TEJIbHOW TEXHUKH MPU OpPraHu3alliy Ipolecca pa3paboTKy U UCCIIEJOBaHHS 0ObEKTOB
poeCCHOHATILHOMN 1€ TeIbHOCTH

IIK 1.3. ObecnieunBaTh 3alIUTYy HHGOpPMAIMM B CETH C HCIOJB30BAaHHUEM MPOrPaMMHO-
annapaTHbIX CPEJCTB.
I[IK 1.4. | IIppyauMaTh ydyacThe B IPUEMO-CIATOYHBIX UCIIBITAHUSIX KOMITBIOTEPHBIX CETEH U CeTe-

BOT0 000pyIOBaHMS PA3JIMYHOTO YPOBHS U B OLIEHKE KAUeCTBA U IKOHOMHUYECKON 3-
(EKTUBHOCTH CETEBOM TONOJIOTHH.

[IK 1.5. | BommoassTh TpeOOBaHUS HOPMAaTUBHO-TEXHUUECKOW JOKYMEHTAIMH, UMETh OIIBIT
o(opMIIeHHs TPOEKTHON TOKYMEHTALIUH.




1.1.3. B pe3ynbTare 0CBOCHHUS NPOPECCHOHATHLHOIO MOAYJISL CTYACHT JI0JKEH:

MmeTs npakTuye-
CKUI OIIBIT B

MPOEKTUPOBAHUM APXUTEKTYPHI JIOKATHHONH CETH B COOTBETCTBUH C ITOCTAB-
JICHHOH 3a7adeit;

YCTaHOBKE M HACTPONKE CETEBBIX MPOTOKOJIOB M CETEBOTO OOOPYIOBAHUS B
COOTBETCTBUM C KOHKPETHOM 3a1a4eii;

BBIOOpPE TEXHOJIOTHH, WHCTPYMEHTAIBHBIX CPEIICTB MPH OPraHU3aIlluH IPO-
1ecca UCCieIOBaHusl OOEKTOB CETEBOM HHPPACTPYKTYPHI;

oOecrieueHNH 0E30MaCHOrO XpaHEHHs W mepenayd MH()OpMAlUH B JOKAIb-
HOM CeTH,

UCTIOJIb30BaHUH CHEIHALHOTO MPOrPaMMHOIO OOECIICUCHHUS ISl MOJIEIH-
POBaHMUS, IPOCKTUPOBAHUS M TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

YMCTb - [POCKTUPOBATH JIOKAJIbHYIO CCTh, BBI6I/IpaTB CCTCBBIC TOIIOJIOTHNH,
-  HCIIOJb30BaTb MHOFO(i)YHKI_II/IOHaJ'ILHBIC HpI/I60pBI MOHHTOpPHHIA, IIPOIrpaMM-
HO-ammapaTHbIC CPCACTBA TEXHUYCCKOTI'O KOHTPOJIA JIOKAJILHOU CETH.
3HaTb - O6IJ_[I/I€ IMIPUHOUIIBI ITIOCTPOCHUS ceTeﬁ, CCTCBbBIX TOHOHOFHﬁ, MHOT'OCJIOMHOM

mozenu OS], TpeGoBaHMUI K KOMITbIOTEPHBIM CETSIM;

ApXUTEKTYPY MPOTOKOJIOB, CTAaHIAPTU3ALNH CETEH, 3TaroB MPOSKTUPOBAHUS
CETEBOM MHPPACTPYKTYPHI;

0a30BbIE ITPOTOKOJIBI U TEXHOJIOTUH JIOKAJIBbHBIX CETEH;

NPUHIUIIBI TOCTPOEHHS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

CTaHIapThl Kabemnel, OCHOBHBIE BUIbIl KOMMYHUKAIIMOHHBIX YCTPOICTB, TEp-
MHHOB, TIOHSITH, CTAHIAPTOB U TUIOBBIX JIEMEHTOB CTPYKTYPHPOBAHHOM
KaOeJIbHOW CUCTEMBI.

1.2. Konn4ecTBO 4acoB, 0TBOAMMOE HA OCBOCHHE NMPO(EeCCHOHAIBLHOI0 MOLYJISI

Bcero wacop 862

N3 vux Ha oceoenne MJIK. 01.01 - 207
Ha ocBoenne MJIK. 01.02 - 313

Ha MPaKTHKH, B TOM yucie yueOnyo 144  u npousBojcTBeHHyro 180

KBamudukannonnslii sx3ameH — 18




2. CTpyKTypa M cojepxaHue NPoPecCHOHATBHOT0 MOIYJIS

2.1. CtpykTypa npodeccnonaabHoro moayasi«lIM.01 BBIITOJTHEHHE PABOT ITO ITIPOEKTHPOBAHUIO CETEBOH HH®PACTPYKTYPbIy

3aHATHS BO B3aUMOICHCTBUH C TperoaaBaTeIeM, Jac

. Obyuenue no M/[K Ipaxmuku
Kogst CymmapHbIit Camocrost
HaumenoBanus paznenos [Ipome-
podECCHOHATBHBIX 00beM JlaGopaTtopHbix TeNbHas
o6 .| TpodeccnoHaTbHOTO MOIYIIS Beero u Kypcosbix Vaebmas Mpomssoncrsennas | <Y TOHaT 5
X KOMIETSHIIUH Harpy3KkH, 4yac a6oT p i ATTeCTa- pabora
TIPAKTUICCKUX ( p )
3aHATHH MPOCKTOB nu
OK 01-09 Paznen 1. KomnbrorepHsie
K 1.I-IIK 1.5 | cetn 207 175 46 ) ) ) 18 12
Paznen 2. Opranusarusi,
OK 01-09 MIPUHIIUIIBI TOCTPOCHUS 1 313 973 120 50 i ) 18 14
INK 1.1-IIK 1.5 (YHKIIMOHUPOBAHUS KOMITh-
IOTEPHBIX ceTel
OK 01-09 qugHasl npakTuka (1o ) » »
K 1.1-[TK 1.5 npoQIITIO CTIEIUaTLHOCTH),
4acoB
OK 01-09 HpOH3BZ;I[CTBeHHa$I MPaKTHKA 180
MK 11-nK15 | (O mpoduo 180
CIEIMATLHOCTH ), YaCOB
OK 01-09 KBanudurkanmoHHsIi sK3a- 18 13
K 1.1-TIK 1.5 MEH
Bcezo: 862 448 166 50 144 180 54 26




2.2. TemaTu4ecknii IVIaH U coep:kaHue npodeccuonaabaoro moxyst (IIM)

«IIM.01 BBINOJTHEHUE PABOT 110 NPOEKTUPOBAHUIO CETEBOW NTH®PACTPYKTYPbI»

HaunmeHoBaHue pa3iejioB U TeM

Coneprxanue yuedOHOro MaTepHaJa,

NnpodeccCHOHATBHOT0 MOLYJIA O0bém B
(ITM), MeAIHCIHILIHHAPHBIX JlabopaTopHble padoThl M MPAKTHYECKHUE 3aHATHS, CAMOCTOSITe/IbHAsA yueOHas padoTa odyuaro- wacax
Kypcos (MIK) IuXcs, KypcoBasi padora (MPOeKT) (eciu npedycmMompeHtvt)
1 2 3

Pa3nen 1. KomnbloTepHblie ceTu
MJK.01.01. KomnboTepHbIe 175
ceTH
Tema 1.1. BBeienne B ceTeBble Copep:xanue 95
TEXHOJIOTUH 1 | KommbtoTepHble ceTu

CoBMmecTHast pabota, IHTepHET M COBpEMEHHBIE CETE€BBIE TEXHOJOTHH — OOJACTh MPUMEHEHHS U
Ha3zHavYeHne. BUIpI KOMITBIOTEPHBIX ceTeil. [ mobanbHble 1 ToKanbHbIe ceTH. OTHOPAHTOBBIE U KITH-
SHT-CepBEpHbIC apXUTEeKTyphl. OCHOBHBIC KOMIIOHECHTHI CETEH, CeTeBas Cpella M CETEBBhIC yCTPOii-
CTBa. TCXHOHOI‘I/II/I IIOAKJIFOYCHUS K HHTCpHCT. KOHBepFeHTHBIe CCTHU. Ka‘IGCTBO 1 HACKHOCTH CC-
teil. OCHOBHBIC IOHATHS CeTeBOI Oe3onmacHOCTH. TeHIeHINH pa3BUTHS CeTeH.

N

KonconpHBIN n0oCTYN, yaaneHHbId goctyn ¢ momotipio Telnet m SSH, ncnonp3oBanne nopra AUX.

CeTeBble MPOTOKOJIbI U KOMMYHUKAIMHU

KoaupoBanne u mapamerpsl coobmieHus. CeTeBble MPOTOKOJIBI. B3anMopelcTBHE MPOTOKOJIOB.
Ha6op mporokomoB TCP/IP u mpomecc oOMeHa naHHbIMH. OpraHm3aiyy IO CTaHIApTH3AINH:
ISOC, IAB, IETF, IEEE, ISO. Muoroyposuesbie moaeinu OSI u TCP/IP. UHkancysiius AaHHBIX.
[Iporokonsubie Omoxu ganHbx (PDU). Jloctynm k nokaimpHBIM pecypcam. CeTeBas amapecarius.
MAC- u IP- anpeca. loctyn k ynanénaeiM pecypcam. 1103 mo ymomganmto.

CereBoii goctyn

[TpoTokomnbl u cTaHAapThl hrzndeckoro ypoBHs. CriocoObl moaximoueHus K ceti. CeTeBble HHTEP-
¢eiicapie Tuiatel (NIC). Cpenbl mepeaay NaHHBIX M MX XapaKTEPUCTHUKH: MPOIYCKHAs CrocoO-
HOCTB, IPOU3BOUTENHHOCTh. Brusl Menubix ceteBbix kabener: UTP, STP, xoakcuansbiii. Pa3no-
BHJIHOCTH, OCOOCHHOCTH TIPOKJIATKH W TEeCTUpOoBaHUS Kadeneil. CTpykTypa u O0COOCHHOCTH TIPO-
KJIaJKHA ONTOBOJIOKOHHEIX Kabermeit. becripoBoanbie cpenctsa mepemaun maHaeix. Cranmapt Wi-Fi
IEEE 802.11.

KananbpHBIH YpOBEHb U €r0 IOAYPOBHU: YTpaBiieHHE JornueckuM kananoMm (LLC) u Ynpasnenue
nocTynoM K cpene nepenaun qaHapix MAC. CTpykTypa Kaapa KaHAJIbHOTO YPOBHS M MPUHITHAITHI
ero ¢popmupoBanus. CTaHIapTHl KAHATHHOTO YPOBHA. DU3NYecKas 1 JIOTUYecKasi TOTOJIOTHS CETH.
Tononoruu «To4YKa-TouKay, «3BE3/1a», «IOJHOCBA3aHHASNY, «KOJbLieBasy. [lonyaymnnekcHas u nosn-
HOIYyIUIEKCHAs nepeaada nanubix. Ocodennoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.

Cetenble Texnooruu Ethernet




CemeiictBo cereBbix TexHonoruid Ethernet. [Ipuniun paGoter Ethernet. BzaumoaeiictBue Ha moa-
ypoBasix LLC 1 MAC. Ynpaenenue noctymnom Kk cpeae nepenadn qaHaeix (CSMA). MAC-aapec:
nneatndukanus Ethernet. AtpuOyter xagpa Ethernet. Ilpencrasmenuss MAC-aapecos. OnHo- #
MHOT0aJIpECHOM, MMpOKOBeNIaTeaIbHON pacchliok. CkBo3HOE noakmoueHne, MAC- u [P-aapeca.
[IpoTtoxon paspemrenus anpecos (ARP): npuaImIE! paboTel, poiik B IpoOIecce yaaleHHOTo 0OMeHa
nmaaasiMu. Tabmuier ARP Ha ceteBrIX yerpoiicTBax. OCHOBHBIE HeZOCTaTKH mpoTokona ARP -
Harpy3ka Ha cpeny mepenauu JTaHHBIX 1 O€30MaCHOCTb.

OcnoBHast nHopManus o moprax kommyraropa. Tabmuna MAC-aapecoB kommyraropa. OyHkums
Auto-MDIX. Cnocobs1 mrepecbutkn kafpa Ha kommyTaropax Cisco. bydepuzarus mamsti Ha KOM-
MmyTtaTopax. PukcupoBaHHas U MOAYJbHAs KOHGUTypanuu KoMMyTatopoB. CpaBHEHHE KOMMYTa-
un ypoBHs 2 u ypoBHs. TexHonorus CiscoExpressForwarding. Bupryanbublii uaTepdeiic KoMmy-
tatopa (SVI), Mapmpyrusupyemsiit mopt, EtherChannel yposus 3. Konduryparwust mapmpytuzn-
pPyeMOTo mopTa.

CeTeBoii ypoBeHb

CereBoil ypoBeHb B Ipoliecce rnepenadyn AaHHbIX. [IpoTokonsl ceTeBoro ypoBHsA. OCHOBHbIE Xapak-
tepuctuku [P-nporokona. Ctpykrypa maketoB [Pv4 u [Pv6. OcobeHHOCTH U TpeuMyIIecTBa Mpo-
Tokoia Pv6. Metoap! MapuipyTu3anun y3i10B. Tabnuma MappyTH3aiy y3JI0B H MapIIpyTH3aTopa
Ju1st mpotokonioB [IPv4 u IPv6. YcerpoiicTBo mapuipytuzatopa — [Iporieccop, maMarh, onepanroHHas
cucrema. [lonkiaroueHre K MaplIpyTU3aTOPy Yepe3 pa3iuyHble nmopThl. HacTpoiika HCXOAHBIX ma-
paMeTpoB, HHTEP(ENCOoB, IIITI03a 10 YMOJIYAHUIO M APYTHX XapPaKTEPUCTHK MapLIPyTH3aTOPA.

TpaHCHIOPTHBINA YPOBEHb

Haznavenue u 3a1a4m TPaHCTIOPTHOTO YPOBHSL.

MynbpTHIIIEKCHPOBAaHUE ceaHCOB cBsi3u. Onucanue u cpaBHeHue mnporokosoB TCP m UDP —
HaJIGKHOCTh W TPOU3BOAUTENHHOCTD, O0JNACTh MPUMEHEHUs. AJpecalds MOPTOB M CErMEHTAIHs
TCP u UDP. O6men nanubsiMu 1o TCP. Ilponeccet TCP cepBepa. Ycranosnenne TCP-coennnenus
u ero 3asepuieHue. [IpuHiuns! «rpéxcropornero pykomnoxatus» TCP. HanéxHocTs u ynpasineHue
notokoM TCP - [loaTBepkaeHNe MOMy4YEHUsI CETMEHTOB, MOTEPs JaHHBIX M IMOBTOpHAs Iepenaya,
ynpasienue notokoM. OOMeH maHHbiMH ¢ ucrnoiszoBanuem UDP. Ilponeccst u 3ampocst UDP-
cepsepa, UDP-gararpamMel, nponeccsl UDP-knuenTa. [Tpunosxkenus, ncnonssyromue UDP u TCP.

IP-agpecanus

Crpyxkrypa [Pv4-aapecos. CereBas u y3moBast 9acth [P-agpeca. [IpeoOpazoBanue anpecoB MexIy
JIBOMIHBIM U JIECATEPUIHBIM MpesicTaBieHneM. Macka mojcetu IPv4. CereBoii agpec, agpec y3ia u
IIMPOKOBeIaTeNbHbIH anpec cetu [IPv4. [IpucBoenue y3imy craTuyeckoro u AuHamudeckoro |Pv4-
aapeca. MHoroazapecHas nepenada. [Iy6imunsie u yactasie IPv4-anpeca. [Pv4-anpeca cienuansHo-
ro Ha3HaueHus. [Ipucsoenue IP-anpecos.

CoBMecTHOE UCII0Ib30BaHue MPOoTOKONIOB IPv4 u IPv6: nBoliHOM CTEeK, TyHHEIMpOBaHKE, Ipeodpa-
3oBanue. [Ipencrasnenne [IPv6-anpecos. [IpaBuna cokpamennus 3anucu [Pv6-anpecos. UnnuBuay-
ANBHBIN, TPYIIIIOBOH, POU3BOJIBHBIN THITEI [PVv6-anpecoB. CTPyKTYpHI JIOKAIBHOTO U TI00aIHHOTO
WHIUBHAIYaTbHEIX [Pv6-anpecoB. Cratnueckas U quHAMHUYeCcKas KOH(DHUTypaIuy ri1006aIsHOTO WH-




muBHIyansHOro aapeca. [Iponece EUI-64 u ciydaiiHo creHepupoBaHHBINA HACHTU(DHUKATOP HHTEP-
detica.

ICMP-cepBucel. Otinnuns s npotokosioB IPv4 u IPv6. Coobmienns ICMPvI6 «3ampoc x mapii-
pytuzaropy», «O0bSBICHHE OT MapUIPYTHU3aTOPay, «3ampoc coceaHero ysna» u «O0baBIeHHE CO-
cemHero ysna». TecTupoBaHHE CETH C MOMOILIBIO 3X0-3aIpocoB. TpaccupoBka Mapuipyta. Bpems
MIPOXOJKIIEHUsI CUTHAJIA B TIpssMOM B oOpaTtHOM HampasieHusX (RTT). Bpems xusau (TTL) IPv4 u
npejien nepexoqos [Pv6.

Pasznenenne IP-cereii Ha moaceTn

Cermentanus [P-ceteit. OOMeH maHHBIME MEXIy HozceTsaMu. [ImanupoBanue aapecanuu B mojace-
Tax. PacueTrHpie (hopMyIbl A1 cCeTMEHTAaMK ceTH. Pa3bueHne Ha moJceTH Ha OCHOBE TpeOOBaHU
y3JI0B M CETEH, B COOTBETCTBUHM C TpeOOoBaHMsIMH ceTeld. OnpeneneHue Macku nojcetu. Pazouenue
Ha TIOJICETH C UCIOJIh30BaHHEM Macku nepeMeHHoN anuHbl (VLSM). ba3zoBas monens u Ha3zHade-
Hue OnokoB aapecoB VLSM. IlmanmpoBanue anpecaruu cetd. OCOOCHHOCTH MPOEKTHPOBAHUS
IPv6-ceTun. Pa3bueHune Ha MOJICETH ¢ MCIOIb30BaHUEM HICHTU(UKATOpa HHTEpdeiica.

10

YpoBeHb npuiIoKeHui

YpoBeHb NMPUIOKEHUH, YPOBEHb IMPENCTABICHUS U CEaHCOBBIM ypoBeHb. IIpumepsl pacmpocTpa-
HEHHBIX TpriokeHud. [IpoTokonsl ypoBHs npunoxkenuii. Ogaopanroseie cetd (P2P). Moxens Tu-
na «kiaueHT-cepsep». O630p nporokoiaoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomen-
HeIx UMEH (DNS). ®opmat coobmiernii n uepapxus DNS. Ytunura «nslookup». Ciry:x6a DHCP.
IIpotokon nepenaun ¢aitnos (FTP). Ilporokon obmena Gnokamu cepBepHbIX coobmeHuit (SMB).
Konnenmmu «Bceoobemmtomuii Matepaer» BYOD. /loctaBka JaHHBIX 110 KOHBEPIEHTHBIM CETSIM.

11

Co3nanne 1 HACTPOIiKa He0OJILIIONH KOMIIBIOTEPHOI ceTH

[TnanupoBaHue U co3gaHye HEOOIBLIONH KOMIIBIOTEPHOM CETH: OIIpeeNICHHE KITIOUEeBBIX (PaKTOPOB,
BBIOOP TOIIOJIOTHH U CETEBBIX YCTPOICTB, BHIOOP M HACTPOHKA IPOTOKOJIOB, CUCTEMBI a/IpeCaliH.
MepsI o 0becTieueHUI0 0e30MTaCHOCTH CeTH. Y I3BUMOCTH U CeTeBbIe aTaku. Pa3BesipIBaTeIbHbIC
ataku, Ataku gocryna, Otkas B oocnyxusanuu (DoS-araku). PezepBHoe konupoBanue, 0OHOBIIE-
HHUE U YCTaHOBKA HCHPABICHUNA. MexceTeBble 3KpaHbl. AyTeHTH(HKALUS, aBTOPU3aLUsI U yUET.
Bxrouenune npotoxona SSH.

@DaliyoBbIE CUCTEMbI MapLIPYTU3aTOPOB U KOMMYTaTOpPOB. Pe3epBHOE KONMMPOBAHUE U BOCCTAHOB-
JIeHHE C TIOMOLIBIO TEKCTOBBIX (aitnos, mpoTokona TFTP, USB-nakonurens. BcrpoeHHsle ciy ObI
MapmpyTtuzanun. [lognepxxka OecripoBOIHBIX MOAKIOYeHMA. HacTpoiika BCTpOEHHOTO MapIIpyTH-
3aropa.

B mom uucne npakmuueckux 3anamuii u 1a60pamopruix padom

1

CocraBieHue KapThbl CCTH I/IHTepHeT C IMIOMOUIBKO YTUIIUT ((pillg» u «traceroute»

2

IMoakroueHre KOMITBIOTEPOB K CETH C MTOMOIIBIO Kabeneil 1 OeCIIpOBOAHBIX aIalTePOB:
*  OrmpeneneHne CETEBBIX YCTPONCTB U KAHAIOB CBSI3M;

*  OO0xuM ceTeBoro kabers;

*  TIpocMOTp AaHHBIX O OECITPOBOIHBIX M MPOBOIHBIX CETEBBIX aaanTepax.
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[Toctpoenue cetu Ha 0a3e MapIIPyTU3ATOpPA:

* IIpocmoTp TabaMIl MapIIPYTH3AIMHI Y3JIOB;

*  N3ydenue pU3NIECKUX XapaKTEPUCTHK MAPLIPYTH3ATOPA;

* Co3naHue ceTH, COCTOSIIEH U3 KOMMYTaTopa U MapuIpyTH3aTopa.

N3yuyeHune TpaHCIIOPTHOTO YPOBHS:

* HaOmoaeHue 3a mMpoIeccoM TPEXCTOPOHHEro «pykomnoxkatus» TCP ¢ momoripio nmporpaMMel
Wireshark;

*  H3yuenme 3axBaueHHBIX JaHHBIX DNS UDP ¢ momoripio mporpaMMel
Wireshark;

* U3yuenwue 3axBaueHHbIX naketoB FTP u TFTP ¢ momomisio nporpammel Wireshark.

Hacrpoiika IP-agpecanumu:

* Hcnons3oBanue KaiapKynsTopa Windows B paboTe ¢ CETeBBEIME aapecamMu;

¢ Kouseprauus [Pv4-agpecoB B JBOUUHYIO CUCTEMY CUHUCIICHUS;

*  Onpenenenue [Pv4/IPv6-anpecos;

* Hacrpoiika IPv6-anpecoB Ha ceTeBbIX yCTpPONCTBAX;

* TectupoBanue ceTeBOro NOAKIIOYEHHUS C TOMOILBIO0 KOMaH «ping» U
«traceroutey.

CermenTanus IP-cereii:

¢ H3yueHue KanbKyJIsATOPOB IOJCETEN;

* Pacuér nmoucereii IPv4;

* Paznenenue cerell ¢ pa3IMYHBIMU TOIIOJIIOTHUSMU Ha TTOJICETH;

* PazpaboTka u BHEeJpEHHUE CXEMBI aJIpecarny pa3aeaeHHol Ha noacetu [IPv4-cern;
Pa3paboTka u BHepeHne cxeMsbl afpecaru VLSM.

Cermenrarus IP-ceTei:

*  OpraHu3anys MOJICETH IO Pa3IMYHBIM CIICHAPHSIM;

* pa3paboTKa M BHEAPEHUE CTPYKTYpHI aapecaunu VLSM;

* BHEIPEHHUE CXEMBbI aJipecaluu pa3aenéHHol Ha noacetu [Pvo-cetu;
*  0TpabOTKa KOMITJICKCHBIX MPAKTUIECKUX HABBIKOB.

Ob6ecnieueHne 6e30MacHOCTH CETH:

*  U3yuenue yrpo3 ceTeBoi 0€30MaCHOCTH;

*  JlocTyn K CETEBBIM YCTpoiicTBaM 1o nmpoTokony SSH;
*  OOGecneueHue O€30MaCHOCTH CETEBBIX YCTPOICTB;

AHanu3 KOMIBIOTEPHON CETH U HACTPOHKa MapLIpyTH3aTOpa:

» IIpoBepka 3anepiKeKk B Iiepe/laur CETEBBIX MTAKETOB C MOMOILBIO YTHIIUT «ping» U «traceroute»;

*  Hcnonn3oBanue natepdeiica komaniHoH ctpoku (CLI) mist coopa cBelieHHid 0 CEeTEBhIX
YCTPOMCTBAX;

*  Vnpasnenue QaiinaMu KOHPUTyparyy MapIpyTU3aTopa ¢ IIOMOIIBIO0 POTrPaMMBbl SMYJIISIIIHN




TepMHHAIA

*  Vupasiernwue ¢aitmamMu KOHPUTypaIiy yCTpoicTB ¢ ucronb3oBanneM TFTP, ¢nem-mamsatu u
USB-nakomnuTeneit

*  H3yueHue npoueayp BOCCTAHOBICHHS MTAPOJICH.

Tema 1.2. IIpuHIUIBI MapIpy-
TH3AUMA U KOMMYTALMHA

Cooepycanue

1

BBenenne B KOMMyTHpPYeMble CeTH

OO0wenunénnsie cetu. Mepapxust B KOMMyTHpYyeMoi ceT. Ponb komMyTHpyeMmbIx ceTeid. KommyTH-
pyemas cpena. nnamudeckoe 3anonHenue tTadbauusl MAC-agpecoB komMmyTaTopa. MeToas! iepe-
CBIJIKY Ha KoMMyTaTope. KommyTanus ¢ mpomMeKyTouHbIM XpaHeHreM. CKBO3Hasi KOMMYyTanusl.
KommyTanmonHnsie toMeHbl. CHIKEHUE MEePerpy30K CeTH.

OcHOBHBbIE KOHIIENIIUA M HACTPOIIKa KOMMYTAIUH

OCHOBHBIE KOHIIEIIMU U HACTPOHKa KoMMyTaluu. [lepBoHavaabHast HAaCTpOHKa KOMMYTaTopa U
BOCCTaHOBJIEHHE I10CJI€ CUCTEMHOTO c¢00s1. HacTpoiika noctymna asst 6a30BOro ynpasieHHS KOMMY-
tatopoMm ¢ IPv4. JlyriekcHas cBsi3b. HacTpoiika mopToB KOMMyTaTopa Ha (PU3UUYECKOM YPOBHE.
®DyHKIMS aBTOMAaTHYECKOro onpeaeiacHus tuna kadens (Auto-MDIX). [IpoBepka HacTpoek mopra
kommyTaropa. [louck u ycrpanenue npo6iieM Ha ypoBHE JOCTYIA K CETH.

BbezonacHocTh kOMMyTaTOpa. 3amuIuEHHbIN ynanéHubiid qoctyn. Hactpoitka SSH. Pacnpoctpa-
HEHHBIE YIpo3bl Oe3omacHocTH: Nepenoianenue tabauisl MAC-aapecoB, DHCP-ciydunr, ucmosns-
30BaHue ys3BUMOcTe porokona CDP, Araku Telnet u np. AyIuT U TpakTHYECKHE peKOMEH/1a-
UM 110 o0ecriedeHnto 0e30macHoCTH ceTu. besonacHocTs mopra kommyTaropa. OTcineXxrBaHHEe
DHCP coobienuti. ®ynkius 6e3omacuoctu nopra. Bussr 3ammutel MAC-anpecos. Pexxumsl pea-
THpOBaHMs Ha HapyleHue 6e3onacHocTH. [IpoBepka u HacTpoiika moptos. [IpoTokoi cereBoro
Bpemern (NTP).

Bupryaasbnbie jgokaabHble cetu (VLAN)

Bupryansabie nokanbhbie cetd (VLAN) — kiaccudukanyisi ¥ OCHOBHBIC XapaKTEPUCTUKH. TpaHKu
BUPTYaJIbHBIX ceTeld. KOHTpoIb mupokoBemarenbHbix JoMeHOB B ceTax VLAN. TerupoBanue
kanpoB Ethernet ans unentudukamum cetu VLAN. Cetn native VLAN u TerupoBanue craHaapTa
802.1Q. Terupoanue ronocoBoit VLAN. Peanu3zamuu BUpTyanbHOil TokanbHOM ceTH. HazHauenue
moptoB ceTssiM VLAN. HacTpoiika TpaHKOBBIX KaHAJIOB. [I[pOTOKON AMHAMHYECKOTO CO3/TaHUS
TpankoBoro kaHajia (DTP). [louck u ycrpaneHre HEMoaa10K B BUPTYaJIbHBIX JIOKAIBHBIX CETAX U
TpaHKOBBIX KaHaiax. [Ipodnems! ¢ IP-anpecanueii cetn VLAN. HecoBnazenns pe:;kxuMoB TPaHKO-
Boii cBsi3u. [IpoekTrpoBanue u obecneueHue 6ezonacHoct VLAN: hopping, crrypuHTr KOMMYyTa-
TOpa, aTaka ¢ ABOMHBIM TerupoBanueM, Cets PVLAN nepumerpa. [IpakTinuecknue pekoMeH1annm
10 MPOEKTUPOBAHUIO BUPTYAJIBHOM JIOKAJIbHOW CETH.

Konuenuusi MapmpyTu3anum

Hactpoiika mapuipytuzatopa. MexaHu3Mbl IEPECHUIKU NAaKeTOB. [ToAKIIIOUeHEe U HACTpOiKa
ycTpoiicTB. CBETOINOIHBIE MHANKATOPHI HA MapLIpyTH3aTOpe. AKTHBALUA U HacTpoiika IP-
aapecarun. [IpoBepka cBSI3HOCTH ceTel ¢ MpsMBIM NOJKII0YeHneM. [IpoBepka HacTpoek UHTep-
¢etica. PuipTpanus BEIXOAHBIX JaHHBIX KoMaHA «showy». KoMMyTaIus makeToB Me/1y CETAMH.
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OyHKIKA KOMMYTalluu Mapiipytuzaropa. MapmpyTtusanus naketos. Onpenenenue nytu. [1po-
IeCC MPUHATHS PEIISHHs O TIepEChUIKe MakeToB. Beidop ontumansroro mytu. [Ipotokomnsr RIP,
OSPF, EIGRP. Pacnipenenenue Harpy3ku. AAMUHACTpUpOBaHue paccTosaue (AD) n HamexHOCTh
MapupyTa. AHaIU3 TaOJIUI MAPIIPYTU3ANUN — UCTOYHHK JTaHHBIX, TPUHIIUILI (HOPMUPOBAHUE
BO3MOKHOCTH HACTPOWKH. 3armrcy TaOIHIIBI MAPIIPYTHU3AIUH ISl CETEH C MPSIMBIM TTOAKIFOYEeHH-
eM. 3aJjaHne cTaTudecKuX MapuIpyToB. [IpoTokonbl muHamMrrdeckoit Mapmpytusamnun cereit [Pv4 u
IPV6.

Mapwmpyrusanus mesxkny VLAN

[Tpuranumer padoTe! MapmpyTtusanuu Mexay VLAN. Hactpoiika mapmpyTuzanun Ha 6a3e Mapii-
PYTH3aTOPOB C HECKOJIBKUMH (pr3ndeckuMu uHTepdeiicamu, ¢ UCI0Ib30BaHUEM KOH(PUTypaluu
router-on-a-stick, uepez MHOTOYpOBHEBBII KOMMYyTaTop. [Ipo6ieMbl MapIIpyTU3aUN MEXTY
VLAN. IIpoBepka KoHPUTypaIlliil KOMMYTAaTOpa U HACTPOEK MapuipyTu3aTopa. Hemonanku B pa-
oore uaTepdeiica. Ommbku B IP-anpecax m mackax noaceru. Hacrpoiika u pabota KoMMyTanuy Ha
3-M ypoBHe. Mapmpytuzanus Mmexny VLAN depe3 BupTyaibHble HHTEp(EHCh KOMMYTaTOpa,
MapuIpyTu3upyemsle nopTel. Hemonaaku B HacTpoiikax KOMMyTaropa 3-To YpOBHS.

CraTtudeckasi MAapIIPYTH3ALHA

IIpenmMy1iecTBa 1 3a1a4 CTATUYECKON MapIIpyTU3alui. THIIBI CTATHYECKUX MapIIPyTOB: CTaH-
JApTHBIH, IO yMOIYaHUIO, CyMMapHBIH, miaBatonuil. Hactpoiika cratnueckux MapuipytoB IPv4 u
IPv6. Komanaa «iproutey». MapmpyT cieyromiero nepexoaa. Hampsmyro moaxktou€HHbIN cTaTH-
yeckuil MmapuipyT. [lodHOCTBRIO 3a4aHHbBIN cTaTHYeCKU MappyT. HacTpolika craTuueckoro
MapupyTa rno ymondanuio. Kiaccoas anpecanus. KinaccoBsie macku noacetu. becknaccoBas
MexaomenHas Mapmpytuzanus CIDR. O0benunenne mapiipytos. Opranuzanus cynepcereid. Mc-
MOJIL30BaHUE MACOK TojiceTr ukcupoBanHoi JumHb (FLSM). Macka moyceTy nmepeMeHHo# -
Hel (VLSM). Hactpoiika cyMMapHBIX 1 TUIaBaIOLINX CTATUYECKUX MaplIpyToB. Pacuér cymmapHo-
ro mapmpyra. O0beuHeHue ceTeBbix aapecoB IPv4 u IPv6. [Touck u ycTpaHeHre HEeMmoiaao0K B
HACTPOMKaxX CTATHYECKOr0 MapuIpyTa ¥ MapIpyTa o yMOIYAHUIO.

JAuHamMunyeckass MapuIpyTHU3aUMs
[TpoToKkoBl AMHAMHYECKOI MapIIPyTHU3AIMK — HA3HAYCHHE, IPHHIUITEI pabOThI U HCTOPHS Pa3BH-
Tusi. CpaBHEHUE TUHAMUYECKOW U CTATUYECKOM MapipyTH3auu. [IpuHIUITEI paboThl TPOTOKOJIOB
MapLIpyTU3alMU: IyCK Iocie BKIoYeHus nutanus, CereBoe oOHapyxeHne, OOMeH TaHHBIMU
Mmapuipyrtuzaimu, Obecrieuenue cxoaumocTth. Kiraccudukanus mpoTokoioB Mapuipytusamud. [Ipo-
tokoib! IGP u EGP. /lucrantimonHo-BekTopHbie MPoToKoiasl RIP, IGRP. [IpoTokoiasr MapmpyTu3a-
1y 1o coctostHuto kanana OSPF u [S-IS. KitaccoBbie u OeckiaccoBbie MPOTOKOIBI MapIIpyTH3a-
uud. XapakTEPUCTUKU U METPUKH MPOTOKOJIOB.

JuHamraeckasi AMCTAHIIMOHHO-BEKTOPHAS MapIIpyTH3anus. J(nCcTaHIIMOHHO-BEKTOPHBIN ajro-
puT™M. MexaHn3Mbl OTIPaBKH U MOJTYYESHHS JAaHHBIX MapUIpyTH3AINH, PACYETa ONTUMANIBHBIX ITy-
Ted U 100aBICHHUS MapIIPYTOB B TaOJIUIYy MaplIpyTH3AIUU, OOHAPYKESHUS 1 pearupoBaHuUs HA W3-
MeHeHus B Tonostorun. Hactpotika mpotokoia RIP: Bkmtouenne RIPv2, oTkimodenrne aBToMaTnyie-
CKOro 00beIMHEeHHS, HACTPOWKa MACCUBHBIX MHTEP(]EiicoB, meperaya MapuIpyTa o yMOJI4aHHIO 0
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cetu. Hactpoiika nporokona RIPng. [Ipouecc mapupyTuzanuu o coctosiHuio kanana. Hello mpo-
TOKOJI. TTakeT cocTostHus KaHana (LSP). JlauaHas pacchUIKa ITAaKETOB COCTOSHUS KaHana. JIapuH-
Hasl pacChIIKa MAaKeTOB cOoCcTOsHUS Kanana. Co3manue nepeBa kpatuaimux myTeit SPF. JloGaBienne
MmapuipytoB OSPF B Tabnumy Mapmpytusanuu. HegoctaTku mpoTOKOIOB MapIipyTH3aLUH 110 CO-
CTOSIHHIO KaHaja. Tabnuia MapuipyTa3anuy. 3arrcH ¢ MPsIMBIM TOIKITIOYEHHUEM U yIAIEHHOH ce-
Tu. JInHamudeckn nomydaemble MapmpyTsl [Pv4/6. [Iponecc moncka mapmpyTa.

OSPF nns1 onHoit ob61acTi

CewmeiictBo mpotokonoB OSPF. Xapakrepuctuku, npuHIUnsl padbotsl u koMmmnoneHTs OSPF. Oco-
o6ernoctu OSPF mis omHO# 1 HeckombKUX obmacTei. MarucTtpanpHas 001acts. MHKancymsimms co-
obmenntt OSPF. Tumbr makeroB OSPF: makeT npuserctBms (hello), maker onucanus 6a35l JaHHBIX
(DBD), maket 3ampoca cocrosinust kanana (LSR), maker oOHoBneHus cocrosiuus kaHana (LSU).
MakeT noATBepxkaeHus coctosaus kanana (LSAck). O6HoBneHns cocrosHus kanana. Paboune co-
crostaust OSPF. Beinenennsiit (DR) u pe3epBHbIil BeIeneHHBINH MapiipyTu3atop (BDR). Cuaxpo-
Huzanus 6a3 qanaeix OSPF. Hactpoiika OSPFv2 nmst ogHoit o6nactu. Pexxum koHGUTypanun
uaeHTuduKaTopsl Mapupyruzaropa. Mcmnons3oBanue nntepdeiica loopback. Brinrouenne OSPF Ha
unTep(eiicax. [llabnonnas macka. Komanma «network». Hactpoiika maccuBHbIX HHTEp(hEHCOB.
®opmyna pacuéra metpuku croumoct OSPF. Hactpoiika 3HaueHni mponycKHON CIIOCOOHOCTH
untepgerica. [IpoBepka coceTHUX YCTPOMCTB, HACTPOSK MPOTOKOJIA, TAHHBIX MPOIEcca U APYTUX
xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tuna link-local. Tomomorus cetn
OSPFv3. Hacrpoiika nneatudukaropa mapupytuzatopa OSPFv3. Bkmtouenne OSPFv3 nHa untep-

¢eticax.

Cnucku koHTpoJis aocryna (ACL)
Criucku koHTpoist gocryna (ACL). Ipunnun padotst ACLenuckos. Tunbst ACL-cinckoB Cisco
qist [Pv4. Tlpucrauanue HomepoB u uMEH ACL-cniuckam. Pacuér madnonnoit macku B ACL-
criuckax. Pekomennanum no coznanuio u pazmenienuro ACL-criuckoB. Pasmenienne cranaapTHBIX
n pacumpeHHbIXx ACL-cickoB. HacTpoiika crangaptHoro ACL-criucka. Ilpumenenne ctannapt-
HbIX ACL-cninckoB Ha untepdeiicax. Kommenrapuu k ACL-criuckam. [IpoBepka u penakTupoBaHue
crannapTHbIX HyMepoBaHHBIX ACLcmmckoB. ACL-craTuctuka. 3ammra noptoB VIY ¢ momoripio
crannaptHoro ACL-cniucka IPv4. Ctpykrypa u HacTpolika pacmmpeHHbIXx ACL-ciickos mist [Pv4.
OunbTpanus Tpaduka ¢ UCIOIb30BaHUEeM pacupeHHbIX ACL-cruckoB.
[louck u ycrpanenne Henonagok ACL-cnuckoB. Paciipoctpanénnsie ommOku ACL-ciickoB.
Cpasuenne ACL-ciimckoB juisa IPv4 u [IPv6. Hactpoiika u mpoBepka ACL-crinckoB aist [Pv6.

10

IIporoxoa DHCP

ITpotoxon DHCP. DHCPv4: 6a3oBas onepauus, popmat cooduienuii, cooOuieHust oOHapy>KeHUS U
npemtoxkenus. Hactpoiika, mpoepka u perpancisus mpoctoro DHCPv4-cepsepa. Hactpoiika
MaprmpyTtuzatopa B kagectse DHCPv4-kimuenTa. Hactpoiika mapmpytuzaTopa kinacca SOHO. Io-
UCK M ycTpaHeHHe Hemonaaok B padore mapupytuzatopa DHCPv4. [Iporokon DHCPv6. ABTroma-
TUYECKasi HacTpolika ajipeca 6e3 orcnexxuBanus coctossHust (SLAAC). [punnum padotst SLAAC ¢
DHCPv6. DHCPv6 ¢ u 6e3 otcnexxuBanms cocrossaus. [Iporneccer DHCPv6. Hactpoiika mapripy-
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tuzaropa B kauectse DHCPv6-cepsepa 1 DHCPv6-knuenra. [lonck u ycTpaHeHue HEMONIAA0K B
pabore DHCPvO.

11

IIpeoOpa3zoBanme ceTeBbIX aapecos IPv4

[IpeoOpasoBanue cereBbix aapecoB [Pv4. KonuenTyanbHoe npeoOpazoBaHue CETEBBIX aIpecoB
(NAT). Tepmunonorus u npuniumnsl padbotel NAT. TIpoctpanctso yactHbix [Pv4-anpecos. Cratu-
JecKoe M IMHaMHIecKoe mpeodpasoBanue ceTeBbIx aapecoB (NAT). [Ipeobpa3oBanue axpecos mop-
ToB (PAT). CpaBuenue NAT u PAT. IIpeumymiectBa u Henoctatku NAT. AHanu3 cTaTHUecKoro
npeoOpaszoBanus NAT. [Ipunnun padoter nuaamudeckoro NAT Hactpoiika u npoBepka NAT,
PAT. Ilepeanpecanns moproB. Hactpotika NAT u mporokosna IPv6.

Ilonck u yctpanenne Hernonagok B pabote NAT.

B mom uucne npakxmuueckux 3anamuii u 1a60pamopHwIxX padom

1 | Hacrpoiika kommyTaTopa:
* ba3oBas HacTpoiika KOMMYTaTopa;
* Hactpoiika napameTpoB 0€30MaCHOCTH KOMMYTAaTOPA.
2 | Hactpoiika 6e301macHOCTH KOMMYTaTOpa:
¢ Hacrpoiika npotokona SSH;
* Hacrpoiikapyukmuu Switch Port Security;
* Ilouck u ycTpaHeHHe HENOoNa 0K B CUCTEME O€301MacHOCTH TIOPTOB KOMMYTAaTOPa;
OTpaboTKa KOMIIEKCHBIX MPAKTHYECKHX HABBIKOB.
3 | Kondurypamus cereti VLAN:
*  Konduryparus cereiit VLAN u TpaHKOBBIX KaHAJIOB;
* [louck ¥ ycTpaHeHHUE HEMOJaJA0K B KoHpurypanuu VLAN;
*  Peanusaius cucremsl Oe3omacHocTH cetd VLAN;
*  Peammzanus ceteit VLAN Ju1st cerMeHTaIIMU ceTel NpeANPUsSTHIA MAJIOro M CpeiHero Ou3Heca.
4 | Hacrpoiika MapiipyTusaropa:
* Hcnonb3oBaHue KOMaHIbI traceroute s OOHAPYKEHUS CETH;
¢ JIOKyMEHTHPOBAHUE CETH;
*  Hactpoiika unrepdeticos [Pv4 u IPv6;
* Hacrtpoiika 1 mpoBepKa HEOOJIBIION CETH;
HccnenoBanne MapuipyToB C NPSMBIM MOIKJIIOYEHHEM.
5 | Hactpoiika mapmpyTu3zanuu:
* CocraBnenue cxemsl cetn lHTEpHET;
*  Hactpoiika 6a30BBIX TapaMeTpOB MapUIPyTH3ATOPa C IOMOIIbIO HHTEepdeiica KOMaHIHOW CTPO-
ku (CLI) cucremsl Cisco 10S;
* Hactpoiika 6a30BbIX apaMeTpoB MapupyTuzaropa ¢ nomoupo CCP.
6 | Mapmpyruzauus mexxay VLAN:

*  Hactpoiika mapmipytuzanuu Mmexay VLAN mst kaxporo natepdeiica;
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* Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe cTannapra 802.1Q U TpaHKOBOro KaHa-
7na;
¢ Ilouck u ycTpaHeHHE HEMOJIAJOK B MaplIpyTU3auu Mexay cetsimu VLAN.

7 | Hactpolika cTaTHYECKOW MapIIpyTH3AIHH:
* Hactpoiika cratuueckux MapupyToB [Pv4/IPv6 no ymonuanuto;
* Pazpabotka u peanu3zaius cxeMsbl aapecaruu [Pv4 ¢ ucnonszoBanuem VLSM;
*  Pacuér cymmapusix MapuipyTtoB [Pv4 u [Pv6;
* llownck u ycTpaHeHHe HETOoNaJ0K cTaTHIecKuX MapmpyToB [Pv4 u [Pv6.
8 | Hactpoiika nuHaMIYecKON MapIipyTH3aIUN:
. HccnegoBanue cXo0aMMOCTH;
* CpaBHeHHE METOIOB BbIOOpa myTH B mpoTokonax RIP.
9 | Hacrpoiika nporokxonos OSPF:
. Hactpoiika 6azoBoro nporokxona OSPFv2 mns ogaOM 06nacTy;
. bazoBas HacTpoiika nmporokona OSPFv3 mns ogHOM oOmacTy.
10 | U3yyenue MexaHU3MOB pabOThI CO CIMCKAMHU KOHTPOJIS TOCTYTA!
*  Harnsanoe npeacrasnenue padotsl ACL-crincka;
* Hacrpoiika ctanaaptabix ACL-criickos;
* Hacrpoiika ctangapTHeIX uMeHOBaHHBIX ACL-CIIUCKOB;
* Hacrpoiika ACL-cnucka qist tuauid VTY;
* Hacrpoiika pacmmpeHHbIX ACL-CIIUCKOB 7S pa3IUYHBIX CIIEHAPHEB;
* llowuck u ycrpanenue Heronaaok B padore ACL-crimckos;
* Hacrpoiika ACL-crinckos [Pv6;
*  OrpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
11 | Ny4enne npotokonoB DHCP:
* bazosas nactpoiika DHCPv4 na mapmpytuzaTtope;
¢ basosas Hactpoiika DHCPv4 Ha kommyTaTope;
* Ilouck u ycrpanenue Henonagok B pabote DHCPv4;
* Hactpoiika cepsepa DHCPv6 0e3 oTcnexuBaHusi COCTOSIHUS M C OTCIICKUBAHUEM COCTOSIHHUS;
* llownck u ycrpanenue Henonagok B pabore DHCPvo6.
12 | U3yuenne nporokona DHCP:
*  Hacrpoiika nporokoiaa DHCP ¢ nomouisto komann Cisco 10S;
*  OrpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
13 | [IpeoOpa3zoBaHKe CETEBBIX AAPECOB:

*  H3yuenue npuHnuia padbotsl NAT;

* Hacrpoiika ctatuueckoro u guHamuueckoro NAT;

e  Peanmzanus ctatudeckoro u guHammdeckoro NAT;

* Hacrpoiika nepeapecaiidu nopToB Ha Mapupyrusatope Linksys;
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* IIpoBepka, HOMCK U yCTpaHEHUE HEMoNa 0K KoHpurypauuit NAT;
*  OrpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
14 | U3yyenue padotel c NAT u PAT:
¢ Hactpoiika nuHamudeckoro u cratudeckoro NAT;
* Hacrpoiika NAT-myna ¢ meperpy3koii u PAT;
* [louck u ycrpaHeHue Henonagok konpurypanuii NAT.
Pa3znen 2. Opranusauusi, npuH-
LMIIbI NOCTPOeHUS U (PYHKIHO-
HHUPOBAHMSI KOMIIbIOTEPHbIX
cerei
M/JK.01.02. Opranuzaunus, 273
NPMHUUIIBI HOCTPOEHUS U
(pyHKIMOHMPOBAHMS KOMIIbIO-
TEePHBIX ceTeil
Tema 2.1. MapupyTuzauus u Cooepicanue 64
KommyTauusi. MacmradupoBa- | 1 | Beenenne B MaclITa0UpOBaHuUe ceTeii
HHe ceTeil Peanuzarnus npoekra cetu. [IpoekT uepapxuueckoit cetu. Pactmpenue cetu. Beioop ceTeBbIxX
ycrpoiictB. KoMmmyTanmonHoe ob6opynoBanue. MapupytuzaTtopsl. Y IpaBisIFOIIUe YCTPOHCTBA.
2 | M30b1TOounocTs LAN
ITonsTust mpoTokona spanning-tree. [Ipennasnadenne npotokosa spanning-tree. [Ipuanmn paboTe
STP. Tunst nporokonoB STP. Hactpoiika nporokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. [Ipob6aemsr HacTpoiiku STP.
3 | ArperupoBaHue KaHAJIOB
OCHOBHBIE TTOHSTHS arPEerHpPOBaHMs KaHAIIOB. ArperupoBanue kaHanos. [IpuHIm paboTel
EtherChannel. Hacrpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. [IpoBepka, mouck u
ycrpaneHue Henosanok B pabote EtherChannel
4 | BecnpoBoaHbIe JOKAJIbHbIE CETH
Konnenmuu 6ecripoBoaHol cBsizu. Beenenue B OecripoBo Y0 cBsi3b. KoMmonenTsr ceteit WLAN.
Tomonoruu cereit WLAN 802.11. IIpunnmms: paboTs! 6ecripoBOAHOIM ToKanbHOM ceTH. CTpyKTypa
kagpa 802.11. dynkunonnpoBaHue OECIIPOBOAHOM CBS3U. YTIpaBieHHe KaHaIaMH. be3omacHOCTb
OeCrpPOBOIHBIX JIOKAIBHBIX ceTel. Yrpo3sl i ceteit WLAN. Obecnieuenne 0€300aCHOCTH
WLAN. Hactpoiika 6ecripoBOAHBIX JIOKABEHBIX ceTel. HacTpoiika 6ecmpoBoHOTO MapIipyTH3a-
Topa. Hactpoiika GecipoBoiHBIX KIIMEHTOB. [IoMCK 1 ycTpaHeHHe HeNoIa 0K B paboTe ceTei
WLAN.
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Hacrpoiika u yctpaneHue HemoJiagok B padore OSPF nus oxHoit o6nacTn

Pacumpennsie mapameTpsl mpotokona OSPF st ogHOo# o6macTi. MapipyTuzanns Ha ypOBHSIX
pacnupenenenus u ssapa. OSPF B ceTsx ¢ MHOMKECTBEHHBIM TOCTYIIOM. PacmpocTpaneHnne mapiipyTta
o ymondanuto. Tounas Hactpoiika uHTepdericor OSPF. 3amura OSPF. YcTpanenue Henonamaok
peanmzanuu npotokona OSPF ans omHoit 06mactr. CocTaBisronye IpoIieIyphl MO¥CKa U yCTpa-
HeHus Herronanaok B padbore OSPF miis onHoit o6nactu. [louck u ycTpaneHre HENMOIAA0K B MapIil-
pyrusanuu OSPFv2 nns ogHolt oonactu. [louck u ycrpanenue Henonanok B OSPFv3 mns ogHow
obnactu

OSPF 17191 HecKoJIBLKHX 00J1acTell

[Ipuamun padotsr OSPF mns Heckonmpkux oomactei. Haznauenne OSPF mis HECKONMBKUX 00JIacTew.

[Mpuanun padots! maketoB LSA B OSPF nyis Heckonbkux obnacreit. Tabnua MapmipyTH3anuy 1
tumsl MapupyToB OSPF. Hactpoiika OSPF mist Heckonbkux obmacreit. Hactpoiika OSPF mis ve-

ckonbkux oonacreit. O0pequHenne MapurpyToB OSPF. Ilposepka OSPF st Heckompkix o0acTei.

B mom uucne npakmuyueckux 3anamuil u 1a00pamopHuix padom 48

1 | Pa3BepThiBaHHE KOMMYTHPYEMOH CETH C PE3EPBHBIMH KaHAJIAMH

2 | Hacrpotiika Rapid PVST+, PortFastu BPDU Guard

3 | Hactpoiika nporokxona GLBP

4 | Ompenenenre TAMOBBIX OMHUOOK KoH(puryparmu STP

5 | Hactpoiika EtherChannel

6 | Ilouck u ycrpanenue Henosazok B padote EtherChannel

7 | ArperupoBaHue KaHaJOB

8 | Hactpoiika 6ecipoBOAHOTO MapLIPyTU3aTOPa M KIMEHTA

9 | Hactpoiika 6a3zoBoro mpotokona OSPFv2 mist ogHO# obmacTu

10 | Hacrpotika OSPFv2 B ceTrt MHOKECTBEHHOI'O JIOCTYyIIa

11 | Hacrpotika pacupensbix @ynkimii OSPFv2

12 | Ilouck u ycTpaHeHHe HenonaiokK B pabore ocHOBHBIX poTokoioB OSPFv2 u OSPFv3 nnst onHoi
obnactu

13 | Tlouck u ycTpaHeHHe HEMOJaJ0K B paboTe yCOBEepIIeHCTBOBAaHHOTO TTpoTokoia OSPFv2 s onHoi
oOnactu

14 | Bnanenue HaBbIKaMM NIOMCKA U yCTpaHeHMs Henoaok B padbore OSPF

15 | Hactpoiika OSPFv2 nist HeckonbkuxX obaacteit

16 | Hacrpoiika OSPFv3 niist Heckonbkux obnacreit

17 | ouck u ycrpanenue Henonaaok B pabore OSPFv2 u OSPFv3 mis Heckonbkux obiacreit

Tema 2.2. CoenuneHue ceTeii. Cooeprcanue 55
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HoaxnaoveHnne K ria006ajabLHOI ceTH

0O0630p TeXHOJIOTHIA TJI00ANBHOM ceTH. Llemb co3manus rmodansHbeIX ceTel. [IpuHImT paboTh II10-
OanpHOM ceT. Bribop TexHomornu rmodanpHoil cetu. CepBUCH rtodanpHON cetn. MHPpacTpyKTy-
PBI YACTHBIX I100aNbHBIX ceTel. MHdpacTpykTypa o0meaocTynHol raobanbHol ceTr. Beidop cep-
BHCOB I'JI00aJIEHOM CETH.

CoenuHeHne KTOYKA-TOYKA)

0030p MocIe0BaTENFHOT0 COSTMHEHUS «TOUKa-TOUKa». CBsI3b 0 MOCIEI0BATEIILHOMY KaHaIy.
Wukancynsuust HDLC. Ipuanun padots! npotokona PPP. [Ipenmymmectsa npotokona PPP. LCP u
NCP. Ceancol PPP. Hacrpoiika nmpotokona PPP. Hactpoiika nmpotokona PPP. Ayrentudukanus
PPP. Otnanka coeguneanii WAN. Otnanka PPP.

Pelenusi MpoKoONOJIOCHOTO 10CTyNA

Vnanéunas padora. [Ipeumyinectsa ynanénHoi padbotel. busHec-TpeOoBaHus )i yIAIEHHBIX pa-
0otHUKOB. CpaBHEHHE pENIeHNH IMUPOKONOI0CHOTO noctyma. Kadems. DSL. becripoBomHbIe mImpo-
KOIIOJIOCHKIE ceTH. BBIOOp pereHuii mupokononocHoro gocryna. Hactpotika nogkmodenuii XxDSL.
0630p PPPoE. Hactpoiika PPPoE.

3amura MeskGUInaIbLHOH CBA3M

Cetu VPN. OcHogsl ceteit VPN. Turmer ceteit VPN. Tyanenu GRE mexny o6bexTamu. OCHOBEI
GRE. Hacrpotika Tynneneit GRE. O6mue ceenenus o6 IPsec. 3amura nporokona IP. Ctpykrypa
npotokona [Psec. Y nanéunsiit noctyn. Pemenus VPN nns ynan€anoro noctymna. Cetu VPN yna-
NEHHOTO JIOCTYyTA C Ucroib30oBaHueM [Psec.

MounuTtopunr Cern

Syslog. Ipunmun pabotsr Syslog. Hactpoiika Syslog. SNMP. TIpunanun padotst SNMP. Hactpoii-
ka SNMP. NetFlow. Ipuniun pa6otsr NetFlow. Hactpoiika NetFlow. [IpoBepka Mozeneii Tpadu-
Ka.

Otnanka cetn

ITouck n ycTpaHeHHe HENOJAJ0K C HUCIONb30BAHUEM CUCTEMHOIO NoAX0Aa. JJokymMeHTanus 1o ce-
tu. [Iponienypa novcka u ycrpaneHus Herousaaok. M3omsust mpobiaeMbl ¢ TOMOIIBIO MHOTOYPOB-
HeBbIX Mojenel. Otnanka cetu. CpeacTBa NOUCKA U YCTPaHEHUS HenoagoK. CUMITOMBI ¥ IPUYH-
HbI OTHaAKu ceTh. IToucK 1 ycTpaHeHue HenoJIaJoK CBsi3M B ceTsx IP.

B mom uucne npakmuueckux 3auamuii u 1a60pamopHsIx padom

Hacrpoiika 6azoBoro PPP c ayrenTudukanuneit

Otnanka 6a3oBoro PPP c ayrentudmkanuei

IIposepka PPP

Hacrpoiika mapmipytusaropa B kadecte kiaueraTa PPPoE mis mogxmouenus DSL

Hacrpoiika Tynnenss VPN GRE 1o cxeMme «To4yka-Toukay

Pa3pa60TKa TCXHHUYCCKOT'O O6CJ'Iy)KI/IBaHI/I$[ CCTH

Hacrpoiika Syslog u NTP

O IN|O|UI B WIN|F-

N3ydyenne nporpaMMHOTO 00€CTICUeHUS 1)1 MOHUTOPHUHTA CETH

56
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9 | Hactpoiika SNMP

10 | Coop u ananu3 ganabix NetFlow

11 | MHCTpYyMEHTapHil CEeTEBOTO aIMUHICTPATOPA Il HAOIIOACHHS

12 | Coboii B pabote cetn

13 | Pa3zpaboTka TOKYMEHTAIIH

Oobs13aTesqbHast ayIMTOPHAs YUeOHasi HATPY3Ka 110 KypcoBoi padoTe (IPoeKTy)

50

=

TemaTHka caMOCTOATELHON y4eOHOI padoThI:
CucremaTnueckasi npopadOTKa KOHCIIEKTOB 3aHATUH, Y4eOHOM U CrIeIUaIbHOM TEXHUYECKOH JINTEepaTyphI.

. KoncrniektupoBanue Tekcra, paboTa co CI0BapsMU U CIIPAaBOYHUKAMHU, O3HAKOMJIEHHE ¢ HOPMAaTUBHBIMU JIOKyMEHTaMH, y4eO-

HO-HCCIIeIoBaTeNbCcKast paboTa Mpy caMOM HIMPOKOM HcTonb3oBaHuu HTepHeTa u apyrux | T-texHomorui.

[TpoektHBIE POpPMBI PaOOTHI, TOATOTOBKA COOOIEHUH K BRICTYIUICHUIO HA CEMHHApaX U KOH(EPEHIINSX; MTOATOTOBKA pedepa-
TOB, JOKJIAJIOB.

[ToaroroBka k 1a00PATOPHBIM M MPAKTUISCKUM padOTaM C HCIIOJIB30BAaHIUEM METOIMYCCKUX PEKOMEHTAIUN TTPEToaaBaTels,
odopmieHne 1a00paTOPHO-NPAKTUIECKUX PabOT, OTUETOB U MOATOTOBKA K UX 3aIIHTE.

26

agrwpdE

Y4yeOHas npakTUKa

Ilepeyens pador:

y4acTue B MPOEKTUPOBAHUHU CETEBOU HHPPACTPYKTYPHL;
y4acTHE B OPTaHU3ALAHN CETEBOTO aAMUHUCTPUPOBAHMUS,
DKCIUTyaTaIsl OObEKTOB CETEBOM UH(PPACTPYKTYPHI,
Y4acTHE B YNIPABIICHUN CETEBBIMU CEPBHUCAMU;

y4acTue B MOJEPHU3AINH CETEBON HHPPACTPYKTYPHI.

144

=

2.
3.

ITpon3BoAcTBEHHASI MPAKTHKA pa3jelia

Ilepeyens pador:

y4yacTue B pa3paboTKe METOJI0B, CPEACTB U TEXHOJIOTUH MPUMEHEHUsI 00BbEKTOB MPO(PECCHOHATBHOM JesITeIbHOCTH;
poBeJeHNE NMPOPHIAKTUYECKUX paObOT Ha 00BEKTaxX CETEBOM MHPPACTPYKTYPHI U pabOUMX CTAHIIUIX;

y4JacTHe B MHBEHTapU3allui TEXHUUECKUX CPEACTB CETEBOI MH(PACTPYKTYpHhI, OCYLIECTBICHHE KOHTPOJIS MTOCTYIUBILIETO U3
peMoHTa 000PYIOBaAHUS.

180

KoncyabTanun

10

HpOMe)KyTO‘IHaH aTTrecranus

54

Bcero

862
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3. YCJIO0BUA PEAIN3AIIUU TPOT'PAMMBI ITPO®ECCHOHAJIBHOI'O MOAYJIA
IIM.01 BBIIIOJTHEHUE PABOT 11O TIPOEKTUPOBAHUIO CETEBOM
NHOPACTPYKTYPbI

3.1. TpeGoBaHusA K MUHMMAJIBLHOMY MAaTEPUAJIbHO-TEXHUYECKOMY 00ecedeHnIo

JlaGopaTopust opraHu3ay U TPUHITUIIOB TTOCTPOCHUS KOMITBIOTEPHBIX cUcTeM, Ne 15/17
OcHaienue KabuHera:

Komnbrorep — 1 mit.

Hacrennsbiit sxpan

[TpoexTop BenQ

Jlocka aynuropHas

IIpunTep

CucremHblii 610K

Cucremusniii komrutekt: mpomeccop  IntelOriginalLGA 1155 CeleronG1610 OEM

(2 6/2Mb), Mouutop 20 AsusASMS202DBlack, 1600x900,0,277mm. 250cd/m2, MarepuH-

ckast riata ASUSP8H61-MLX3 (3.X), BEeHTHISATOD, aMATh, )KECTKUI TUCK, KOPIYC, KiIaBHa-

No ok wd=

Typa, MBIIIb — 7 1IOT., KOMIbIOTEp Yy4eOHBIH (cuctemHbli Omoxk AMJ] Al0
9700/A320/4GB/SSD 120 GB/MATX/ 450w, mouutop ACER K222HQLDbd, mbImb kom-
nprotepHas GN-120, kraBuatypa GK-120) — 8 mT.

8. CreHapl

9. [Ilmakatel

10. Pasnmarounslii MaTepuail

Crynust IpoeKTUPOBAHMS U AU3aliHa CETEBBIX ApXUTEKTYp U HHKeHepHoWrpapuku, Ne 15/19
OcHamenue kabuHerTa:

[Tpuntep — 2 mr.

Mynstumenuitabnii mpoextop NEC ¢ sxpanom

benas snexTpoHHas 1ocka

Hocka aynuropHas

Komnerorep — 11 mr.

MHoro¢yHKIIMOHAIbHOE YCTPOMCTBO

Crenppl

NoabkowdE

3.2. UudopmanuonHoe odecriedeHne 00y4eHust
Ilepeyennb pexomeHayembIx yueOHbIX u3aanuii, UHTepHeT-pecypcoB, /10MOJIHU-
TeJbHON JTUTEPaTyPhI

OCHOBHBbIE MCTOYHUKHU:
1. CerH u TeJIEKOMMYHHKAITUH : YICOHUK U MPAKTUKYM JUIS CPETHETO MPO(PEeCCHOHATEHOTO
obpazoBanusi/ K. E.Camyitno [u ap.]; mom penakumeit K. E. Camyiinosa,
N. A. llamumona, 1. C. Kyns6oBa. — MockBa : W3gatensctBo [Opaiit, 2019. —
363 c¢. — Pesxxum poctymna: https://urait.ru/bcode/430406

I[OHOJIHI/ITQJILHLIG HCTOYHUKH:
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https://urait.ru/bcode/430406

1. BblYBCTUTENBHBIE CHCTEMBI, CETH B TeJICKOMMYHUKAIMUA. MoienupoBaHue ceTeit : yued-
Hoe mocooue s Maructparypsl / O. M. 3amstuna. — Mocksa : M3natensctBo FOpaiiT,
2019. — 159 c. — Pexum nocryma: https://www.biblio-online.ru/bcode/433938.

2. Kommnbrotepsie cetu [DnexkTpoHHBIN pecypc] : Yuebnuk / B.I'. Kapramesckuii, b.5.
Jluxtuunnaep, H.B. Kupeea, M.A. bypanosa .— Camapa : U3g-o III'YTU, 2017 .—
267 c.— Pexum gocryna: https://rucont.ru/efd/565102

3.2.1 Undopmauuonnbie u HUGpPOBbIe TEXHOJIOTHM (IPOrpaMMHOe odecrieyeHne, coBpe-
MeHHbIe MpodeccuoHAIbHbIE 0a3bI JAHHBIX U HH(POPMAIIMOHHBbIE CIIPABOYHbIE CUCTEMbI)

VYyebHast aucuuIuIiHa (MOAYIB) MpeayCMaTpUBAaeT OCBOCHHE MH()OPMAIIMOHHBIX U LU-
POBBIX TeXHOJIOTUH. Peanu3anust qu@poBbIX TEXHOIOTUN B 00pa30BaTEIbHOM IIPOCTPAHCTBE SIB-
JsIeTCs OJHOM M3 BaXHEUIIMX Leield o0pa3oBaHMs, JAIOLICH BO3MOXHOCTh Pa3BUBATh KOHKY-
PEHTOCIIOCOOHBIE KayecTBa 00YYaroIUXCcs KaKk OyIyluX BbICOKOKBAJIM(UIMPOBAHHBIX CIIELUa-
JIUCTOB.

[udpoBble TEXHOJIOIUU MPEAYCMATPUBAIOT PA3BUTHE HABBIKOB 3()(PEKTUBHOIO PELICHMS
3a1a4 Mpo(eCcCHOHATBHOT0, COIUATBHOTO, TMYHOCTHOTO XapaKTepa C MCIOIb30BAHUEM Pa3JIny-
HBIX BUJ/IOB KOMMYHHKAIIMOHHBIX TeXHOJOTuH. OcBoeHHe LU(POBBIX TEXHOJOTUI B paMKax
JAHHOM JWCHUIUTUHBI (MOMAYIIS) OPUEHTHPOBAHO HAa CHOCOOHOCTH 0OE30MacHO W HAJISKAIINM
00pa3oM noJry4yarh JOCTYII, YIIPaBIATh, HHTETPUPOBATh, OOMEHNUBATHCS, OLIECHUBATh U CO3/1aBaTh
MH(OPMALIMIO C TTOMOIIBIO U(PPOBLIX YCTPONCTB U CETEBBIX TeXHOJOrui. @opmMupoBaHue nud-
pPOBOIl KOMIIETEHTHOCTH HpeAronaraeT padoTy C JaHHBIMHU, BJIAJICHHUE HMHCTPYMEHTaMHU JUIs
KOMMYHMKAIIH.

3.2.2 DJIeKTPOHHO-0U0JINOTEeYHbIE CHCTEMBI M 0a3bl JAHHBIX

1. OO0 «3BC JIAHb» (https://e.lanbook.ru/) (moroBop Ha okazauue yciyr ot 03.04.2024
Ne 6/1 (CereBas a1eKTpoHHas OMOIMOTEKA)

2. baza jmaHHBIX 3JeKTPOHHBIX MHPOpMaruoHHbIX pecypcoB ®I'BHY ITHCXB (morosop
1o 00eCIeyeHNI0 JJOCTyIa K 3JIeKTPOHHbIM HH(popMannoHHbIM pecypcam @I'BHY ITHCXb ye-
pe3 repmunan ynainennoro gocryna (TY ®T'BHY [HTHCXB) ot 09.04.2024 Ne 05-YT/2024)

3. DnekTpoHHast 6ubnuoreynas cucrema «HanumoHanbHbI UdpoBoit pecypc «PykoHT»:
Komnekmuu «ba3oBsiit MmaccuB» U «Komoc-c. Censckoe xo3siictBo» (https://rucont.ru/) (morosop
Ha OKa3aHUe yCIyT M0 NPeA0CTaBICHUIO JocTyma oT 26.04.2024 Ne 1901/BI122)

4. 000 «AnekrporHoe m3natenscTo FOPAUTY (https://urait.ru/) (1oroBop Ha oKasaHue
yCIYyT 10 MPEJOCTaBIEHUIO A0CTyNa K oOpa3zoBaTenbHol miatpopme OO0 «DnekTpoHHOE HU3/1a-
teasctBo FOPAWTY ot 07.05.2024 Ne 6555)

5. DnekTpoHHO-OMOIMOTeUHas cuctemMa «Bepranckuity (https://vernadsky-lib.ru) (moro-
BOp Ha 0€3BO3ME3HOE MCIOIb30BaHue MTpon3BeneHuid oT 26.03.2020 Ne 14/20/25)

6. baza mamneix HOb «HammonanbHas snekrponHas Oubmmoreka» (https://rusneb.ru/)
(moroBop o nmoaxmrodeHnu Kk HOb u mpenocraBnennn noctyma k oobexktam HOb ot 01.08.2018
Ne 101/HDOb/4712)

7. CornaiieHue 0 COTPYAHUYECTBE MO OKa3aHUI0 OMOIMOTEYHO-UH(POPMALIMOHHBIX U CO-
IUOKYJIBTYPHBIX YCIYT MOJIb30BATEISIM YHUBEPCUTETA U3 YHCIIa MHBAJIUAOB 110 3PEHUIO, C1a0o-
BUSIIINX, WHBAIHIOB APYIHX KATETOPHA C OTPaHUYECHHBIM JOCTYIIOM K WH(OpPMAIWH, JIHIIL,
UMEIOIUX TPYAHOCTU ¢ uTeHueM IutockonedatHoro tekcta TOI'BYK «TamboBckas obnactHas
yHUBepcalibHas Hay4Has oubimoreka uM. A.C. ITymkunay (https://www.tambovlib.ru) (corna-
nieHue o cotpyanuydectse ot 16.09.2021 Ne 6/nH)

3.2.3 UndopMannoHHbIe CIPABOYHBbIE CHCTEMBbI
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Hus - https://elibrary.ru/

1. CnpaBounas npaBoBas cucreMa Koncynerantllintoc (40roBop nocTaBKu, aianTaiuu u
conpoBoxAcHUS dK3eMIULIpoB cucteM KorcynpranTtlImoc ot 11.03.2024 Ne 11921 /13900/2C)

2. DnexTpoHHBIN nepuoanueckuii cnpaBouHuk «Cucrtema 'TAPAHT» (norosop Ha yciy-
ru 1Mo conpoBoxacHuo oT 15.01.2024 Ne 194-01/2024)

3.2.4. CoBpemMeHHbI€e NPo(eccHOHATIbHBbIE 0a3bI JTAHHBIX

1. baza maHHBIX HOPMATHBHO-IIPABOBBIX aKTOB MH()OPMAIMOHHO-00pa30BaTEILHOM MPO-
rpammbl «Pocmerony (moroBop ot 15.08.2023 Ne 542/2023)
2. baza nannbix HayuHoii anekrponnoit 6nbnuorekn eLIBRARY.RU — poccuiickuii uH-
dbopMaIrmOHHO-aHAIMTUYECKHUM MOPTai B 00JIACTU HAYKH, TEXHOJIOTMH, MEAUIIMHBI U 00pa3oBa-

3. ITopran oTKphITEIX AaHHBIX Poccuiickoit denepanuu - https://data.gov.ru/

4. OrtxkpbiTele naHHble @DenepanbHON  CILyKObI

https://rosstat.gov.ru/opendata

FOCYyIApCTBEHHOW CTATHUCTUKH -

3.2.5. JIuneH3HOHHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPorpaMMHoe odecriedeHne, B TOM
YHcJie 0Te4eCTBEHHOr0 MPOU3BOJACTBA

Ne Haumenosanue PazpaboTunx HocrynHocts Cceinka Ha EnunbIit PexBu3uTel nox-
1O (mpaBoo6iia- | (JIMIIEH3UMOHHOE, | PEecTp POCCHUCKUX TBEPIKIAIOIIETO J0-
JIaTenb) cBO0OOJIHO pac- | mporpamm it O9BM | kymeHTa (TIpu Halu-
npoctpansemoe) | u B/l (mpu HamIuMM) YUH)
1 Microsoft Windows, Microsoft JInnes3nonHoe - JIunensus
Office Professional Corporation ot 04.06.2015 Ne
65291651 cpok nent-
CTBHsL: GECCPOUHO
2 | AwnruBupycuoe po- | AO «JlaGoparo- | Jlunensnonnoe | https://reestr.digital.g | Cy6auen3unoHHbIi
rpammHoOe obecrniede- | pus Kacrmepcko- ov.ru/reestr/366574/? noroeop ¢ 000
nue Kaspersky ro» sphrase_id=415165 «Codrekc» oT
Endpoint Security as (Poccus) 24.10.2023 Ne 6/H,
OusHeca CPOK JIEHCTBUS: C
22.11.2023 mo
22.11.2024
3 | MoitO¢uc Cranmapr- | OOO «Hossle Jluuensuonnoe | https://reestr.digital.g Konrpakt ¢ OO0
HBIH - o0JiauHbIE TEX- ov.ru/reestr/301631/? «PyGHUKOHY
OducHbIil makeT Hostorun» (Poc- sphrase_id=2698444 ot 24.04.2019 Ne
JUIsl paboThI C OKY- cust) 03641000008190000
MEHTaMH H MMOYTON 12
(myoffice.ru) CpPOK JieiicTBHs: Oec-
CPOYHO
4 OducHblii maker AO «P7» Jluuensuonnoe | https://reestr.digital.g Konrpakt ¢ OO0

«P7-Oduc»
(meckromHas Bepcus)

ov.ru/reestr/306668/?
sphrase_id=4435041

«Codreke»
ot 24.10.2023 Ne
03641000008230000
07
CPOK JIeHCTBUS: Oec-
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CPOYHO

5 OrmepantoHHast CH- 00O "basansT | JIunensuonnoe | https://reestr.digital.g Kontpakt ¢ 000
crema «Anbt O6paso- | cBoGOIHOE MPO- ov.ru/reestr/303262/? «Codrere»
BaHHE rpamMmHOE 06ec- sphrase_id=4435015 ot 24.10.2023 Ne
nevyeHue" 03641000008230000
07
CPOK JeHCTBHS: Oec-
CPOYHO
6 | Iporpammuas cucre- | AO «Anrtumma- | Jlunensuonnoe | https://reestr.digital.g | JlumerswoHHbIH 10-
Ma s o6Hapyxeuust | ruat» (Poccust) ov.ru/reestr/303350/? roBop ¢ AO «AH-
TEKCTOBBIX 3aHMCTBO- sphrase_id=2698186 THILIarMaT OT
BaHUH B yUCOHBIX U 23.05.2024 Ne 8151,
HAYYHBIX paboTax CPOK JIEHCTBHUS: C
«Antrumiaruat BY3» 23.05.2024 o
(https://docs.antiplagia 22.05.2025
us.ru)
7 Acrobat Reader Adobe Systems | Cso6GomHo pac- - -
- IPOCMOTP JOKYMEH- IIPOCTPAHIEMOE
toB PDF, DjVU
8 Foxit Reader Foxit CBobojHO pac- - -
- IPOCMOTP JOKYMEH- Corporation MIPOCTPAHSIEMOE
toB PDF, DjVU
3.2.6. Pecypcbl mH(POPMAIMOHHO-TEIeKOMMYHUKANIMOHHOH ceTH « AHTepHET»
1. CDTOwiki: 6a3a 3nanwmii o uuppoBoii Tpanchopmaru https://cdto.wiki/
3.2.7. ln¢ppoBbie HHCTPYMEHTHI, MPUMeHsieMble B 00pa30BaTeIbHOM Mpollecce
1. LMS-miatrdpopma Moodle
2. Bupryansnas nocka Mupo: miro.com
3. Buptyanbsnas nocka SBoard https://sboard.online
4. BupryanbHas nocka Padlet: https://ru.padlet.com
5. O6unaynsle cepuchl: SAnnekc./luck, O6nako Mail.ru
6. Cepsucsl onpocos: Suaekc.@opmel, MyQuiz
7. Cepsucsl Buneocss3u: Suaexc. Teaemoct, Webinar.ru
8. CepBuc COBMECTHOH paboTel Hajg npoekTamu Uisi  HeOompmmx rpymm  Trello

http://www.trello.com

3.2.8. [In¢pposbie TEXHOJIOTUH, IPUMEHsIEMbIE PU U3YYECHUH IHCHHUILINHBI

Ne

[udposble TEXHOIOTUN

Bunpl yue6HOI paboThl, BBIOIHIEMBIE C
MpUMEeHEeHHEM U(GPOBOI TEXHOIOTUN

.| O0aYHbBIE TEXHOJIOTHH

NunuBuyanbHbIe 3a1aHUS

.| bonpmue naHHBIS

NuauBuayanbHbIe 3a1aHUS
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS NTPO®ECCHOHAJIBHOI'O MO-
JIVJISI TIM.01 BBIMOJHEHUE PABOT IO IPOEKTUPOBAHUIO CETEBOM HH®PA-

CTPYKTYPbI

Kon u HaumeHoBanue
podeCCHOHATBHBIX U
OOIIIMX KOMITETEHIIHA,
(hopMHpyeMBIX B paMKax
MOYIIA

Kputepuu onenku

MeTo 1Bl OlIEHKH

IIK 1.1. BeimonssaTs
MPOEKTHUPOBaHHE Ka-
OeNbHOM CTPYKTYPHI
KOMITBIOTEPHOH CETH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE 3a-
JaHWe POAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHHUYC-
CKOMY 3aJJaHHI0 U 0(OPMJIICH B COOTBET-
CTBHH CO CTaHAapTaMH, IOSCHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OrieHKa «X0POLIOY -aJITOPUTM pa3pabo-
TaH, 0OpMIIEH B COOTBETCTBHH CO
CTaHJApPTaMH U COOTBETCTBYET 3aJia-
HHIO, MOSICHEHBI €0 OCHOBHBIE CTPYK-

TYpBI.

OreHKa «y10BJETBOPUTEIbHOY - aJr0-
pUTM pa3paboTaH U COOTBETCTBYET 3a-
JaHHUIO.

Ok3amMen/3aueT B hopme
co0eceJ0BaHMsI: TPaKTHUYe-
CKOE 33/IaHHe 0 TOCTPOe-
HUIO aJiroOpuTMa B COOTBCT-
CTBUH C TEXHUUYECKUM 3a-
JIaHHEM

3ammra OT4ETOB IO MpaK-
THYECKUM H JTa00OPATOPHBIM
paboram

[IK 1. 2. OcymecTBiaTh
BBIOODP TEXHOJIOTHH, MH-
CTPYMEHTAJIBHBIX
CPEJICTB ¥ CPEJICTB BbI-
YUCITUTEIbHON TEXHUKH
P OpraHU3aI|H IIPO-
recca pa3paboTKu U uc-
CJIeTI0BaHUs 0OHEKTOB
npoeccCuoHaIbHOM Jie-
ATCIIBHOCTH.

Or1ieHKa «OTJIMYHOY - TEXHUYECKOE 3a-
JIaHUE TIPOAHATM3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHHUYEC-
CKOMY 3aJIaHHI0 1 0()OPMJIEH B COOTBET-
CTBHH CO CTaHIapTaMH, MOSICHEHBI €0
OCHOBHBIE CTPYKTYPBL.

OreHKa «X0POII0Y -AITOPUTM pa3pabo-
TaH, 0OpMIIEH B COOTBETCTBHH CO
CTaHJapTaMH U COOTBETCTBYET 3a/1a-
HUIO, ITOSACHEHBI €0 OCHOBHEBIC CTPYK-

TYpBHI.

OIIeHKa «KYAOBJIETBOPUTECJIBHO» - aJIr'0-
puT™M pa3pa60TaH " COOTBCTCTBYCT 3a-
JaHHIO.

Ok3amMeH/3a4ueT B hopme
cobece10BaHMs: MPAKTHYe-
CKO€ 33/IaHHe 110 TOCTPOe-
HHIO aJITOPUTMa B COOTBET-
CTBUH C TEXHUUYECKUM 3a-
JAHUEeM

3amuTa OTYETOB 110 TPaK-
TUYECKUM U J1a00paATOPHBIM
paboram
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[IK 1. 3. OGecnieunBaTh
3amuTy HHQOPMAIINH B
CETH C UCTIOIh30BAHUEM
MPOrpaMMHO-
anmapaTHbIX CPEJICTB.

O1LeHKa «OTIIMYHO» - TEXHHYECKOE 3a-
JIAHWE TPOAHATTU3UPOBAHO, ANTOPUTM
pa3paboTaH, COOTBETCTBYET TEXHHUYE-
CKOMY 33JIJaHHIO U 0(pOPMIICH B COOTBET-
CTBHH CO CTaHJapTaMH, OSCHEHBI €ro
OCHOBHBIE CTPYKTYPBIL.

OlieHKa «XOPOLIO» -aJITOPUTM pa3pado-
TaH, 0OpMIIEH B COOTBETCTBHH CO
CTaHJapTaMH M COOTBETCTBYET 3a71a-
HUIO, MOSICHEHBI €0 OCHOBHBIE CTPYK-

TYpBI.

OrneHka «ya10BJIeTBOPUTEIBLHO» - allT0-
pUTM pa3paboTaH U COOTBETCTBYET 3a-
JAHHUIO.

Ok3amMeH/3aueT B hopme
cobecemoBaHus: TTpaKTHIC-
CKO€ 3aJ]aHue T10 TOCTPOe-
HHIO JITOPUTMA B COOTBET-
CTBHH C TEXHUYECKHM 3a-
JaHUEM

3ammTa 0TYETOB IO TIpaK-
THYECKUM H JTa00PATOPHBIM
paboTtam

IIK 1. 4. [Ipunumats
y4acTHE B IIPUEMO-
CAATOYHBIX UCIIBITAHUAX
KOMITBIOTEPHBIX CETEU U
CETeBOr0 000y IOBaHUS
Pa3NUYHOTO YPOBHS U B
OLIEHKE KauecTBa U 3KO-
HOMHYECKOH d(hheKTHB-
HOCTH CETEBOH TOIIOJIO-
T'HH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE 3a-
JaHKE MPOAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHHUYE-
CKOMY 3aJaHHI0 U 0()OPMJIICH B COOTBET-
CTBHH CO CTaHAapTaMH, OSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «X0pOII0Y -aIroOpuTM pa3pabdo-
TaH, 0()OPMIJIEH B COOTBETCTBHU CO
CTaHIapTaM{ U COOTBETCTBYET 3afa-
HUIO, TIOSICHEHBI €T0 OCHOBHEIE CTPYK-

TYpBI.

OreHKa «y10BJETBOPUTEIbHOY - aJIr0-
pUTM pa3paboTaH U COOTBETCTBYET 3a-
JaHHUIO.

Dx3ameH/3a4et B hopme
co0eceJ0BaHMsI: TTPaKTUYe-
CKOE€ 3aJJaHue IO TIOCTPOe-
HHIO JITOPUTMA B COOTBET-
CTBHHU C TCXHUYCCKHM 3a-
JaHUEeM

3ammra OT4ETOB MO IpakK-
THYECKUM H JTa00PaTOPHBIM
paboTtam

IIK 1. 5. BeImmonHsTH
TpeOOBaHUS HOPMATHB-
HO-TEXHUYECKOU JOKY-
MEHTAIMH, UMETh OTIBIT
o opMIICHUS TIPOSKTHOMH
JIOKYMEHTAIIHY.

O1eHKa «OTJIUYHOY - TEXHUYECKOE 3a-
JIAHWE MPOAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHHUYEC-
CKOMY 3aJJaHHI0 U 0(OPMJIICH B COOTBET-
CTBHH CO CTaHAApPTaMH, OSCHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OI1ieHKa «XOPOIII0Y -aJITOPUTM pa3pado-
TaH, 0)OPMJICH B COOTBETCTBUHU CO
CTaHIapTaMH M COOTBETCTBYET 3a71a-
HUIO, ITOSACHEHBI €0 OCHOBHEBIC CTPYK-

TYypBI.

OreHKa «yI10BJIETBOPUTETBHOY - AJITO-
pUTM pa3pabOTaH U COOTBETCTBYET 3a-
JIaHUIO.

Ok3amMeH/3a4ueT B hopme
cobOece1oBaHMs: MPAKTHYe-
CKO€ 3a/IaHHe I10 MOCTPOe-
HUIO aJiropuT™Ma B COOTBET-
CTBHH C TEXHUUYECKHM 3a-
JaHUEeM

3ammTa OTYETOB 110 TpaK-
TUYECKUM U J1a00paATOPHBIM
paboram
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OK 01. Beioupats croco-
OBl pemeHus 3aaay mnpo-
(heccroHANHHOM JEATENb-
HOCTH NPUMEHHUTEIBHO K
Pa3NUYHBIM KOHTEKCTaM

— 00OCHOBaHHOCTH TIOCTAHOBKH TIEJH,
BBIOOpPA U IPUMEHEHHS METOJIOB U CIIO-
cO0OB penIeHus MPOPECCHOHATLHBIX
3amad;

- aJileKBaTHAas OIleHKa U CaMOOIIeHKa

3¢ (HEKTUBHOCTH 1 Ka4e€CTBa BBIITOJIHE-
HUS TPOECCHOHANBHBIX 3a7a4

OK 02. Mcmonb3oBath
COBpPEMEHHBIEC CPEJICTBA
MOKCKa, aHAIN3a U UHTEP-
TIpeTanuy HHGOPMAIUA 1
nH(pOPMAITHOHHBIE TEXHO-
JIOTHH JJIS1 BBITIOTHEHHSI
3a51a4 MpoheCCUOHATBHON
JIeSITEITBHOCTH

- HCITOJIF30BaHUE PA3ITMYHBIX HCTOYHHU-
KOB, BKITIOYast SJIEKTPOHHBIE PECYPCHI,
Menuapecypcsl, UHTepHET-pecypcehl,
MIEPHOAMYECKUE M3TaHUS TIO CIIETHaIb-
HOCTH JJIS PeUIeHns MPpodheCCHOHATb-
HBIX 3a/1a4

OK 03. [InanupoBats u
pean30BhIBaTh CO0-
CTBEHHOE NpOdeccro-
HAJbHOE U TMYHOCTHOE
pasBUTHE, IPEANIPUHAMA-
TENICKYIO ICSTEIbHOCTD B
npoeccuoHaIbHOH ce-
pe, UCIOIb30BaTh 3HAHUS
o (PMHAHCOBOH IpaMoT-
HOCTH B Pa3JIMYHbIX JKH3-
HEHHBIX CHTYAIHsIX

- IEMOHCTpAIIHSI OTBETCTBEHHOCTH 3a
MPHUHATHIC PEHIICHUS

- 000CHOBAaHHOCTEH CaMOaHAIN3a U KOp-
PEKIUs pe3ysIbTaTOB COOCTBEHHOM pa-
OOTEHI;

OK 04. DddexTuBHO B3a-
UMOJICHCTBOBATH U pado-
TaTh B KOJJICKTHUBE U KO-
MaHje

- B3aUMOJIeCTBHE C O0YJaIOIMMUCS,
npenogaBaTciiaMu U MaCTEpaMi B X01€
00y4eHHs1, C PyKOBOAUTEISIMU yueOHOM
Y TIPOM3BO/ICTBEHHO MPAKTHK;

- 000CHOBaHHOCTh aHAIN3a PAOOTHI
YJICHOB KOMaH/Ib!I (ITOYMHEHHBIX )

OK 05. Ocy1iecTBiATh
YCTHYIO ¥ TUCbMEHHYIO
KOMMYHUKAIIHIO Ha TOCY-
JapCTBEHHOM si3bIKe Poc-
cuiickoit denepanuu ¢
Y4ETOM OCOOCHHOCTEH
COLIMAIBHOTO U KYJIBTYP-
HOr0 KOHTEKCTa

-TPaMOTHOCTh YCTHOU M IIMCHMEHHOM
peun,

- ICHOCTh (DOPMYJIMPOBAHUS U H3JI0KE-
HUS MBICIICH

OK 06. IIposiBaTh Tpax-
JAHCKO-TIAaTPUOTUYECKYIO
MO3ULIUAIO, IEMOHCTPUPO-
BaTh OCO3HAHHOE M0BEJE-
HHE Ha OCHOBE TPaJHLIH-
OHHBIX 0O0lIeYenoBeYe-
CKHX LIEHHOCTEH, B TOM
YHUCIIE C YYETOM I'apMOHHU-
3a1y MEKHAIIMOHATBHBIX
U MEXPEJINTHO3HBIX OT-
HOILIECHUM, TPUMEHSATh
CTaHaPThl AHTUKOPPYII-
LIMOHHOTO MOBEJCHUS

- cOOJIIOZICHIE HOPM TIOBEICHUS BO
BpeMsl Y4eOHBIX 3aHATHH U TIPOXOKIe-
HUS y4eOHOH 1 POU3BOICTBEHHOM
MPAKTUK,

WnTepriperanus pe3yibTa-
TOB HAOJIOICHUH 3a Jes-
TETBHOCTHIO 00YyYaroIIero-
Cs1 B IIPOLIECCE OCBOCHHUS
00pazoBaTenLHOI Mpo-
rpaMMBbl

OkcnepTHOe HaOM0JeHue
1 OIIEHKA Ha JIa0opaTopHO
- MPAKTUYCCKUX 3aHATUAX,
NP BBIIOJTHEHUH PadoT 1O
y4e0HO! U IPOU3BO/I-
CTBEHHOH NpPaKTHUKaM

DKx3ameH KBaTA()UKAINOH-
HBIA

26




OK 07. CogeiicTBOBaTH
COXPaHEHUIO OKPYKako-
e cpelbl, pecypcocoe-
PEXKECHUIO, IPUMEHSTh
3HaHUA 00 N3MCHCHHUH
KJIMMaTa, MPUHIUTIBI Oe-
PEXKIIMBOTO MPOU3BO/I-
cTBa, 3pPekTuBHO Aek-
CTBOBaTh B UPE3BbIUAii-
HBIX CUTYaIHsIX

- 3(hEKTUBHOCTH BBITIOIHEHHUS ITPABHIT
Tb BO Bpems y4eOHBIX 3aHATHIA, TIPU
MIPOXOXKJICHUN YUCOHOU U IPOU3BOJI-
CTBCHHOM NPAKTUK;

- 3HaHHE U HCIIOJIb30BaHNE PECypCco-
cOeperaronux TeXHOJIOTHH B 00J1aCcTH
TEJICKOMMYHHKAIIHH

OK 08. Ucnonp3oBaTh
cpenctBa GpuznIecKOit
KYJIbTYPBI ISl COXpaHe-
HUS ¥ YKPETUICHUS 3710PO-
Bbs B Ipoliecce mnpodec-
CHOHAJILHOM IeATCIBHO-
CTU U IOAJEPKAHUS He-
00X0aAUMOro ypoBHs (u
3UYEeCKON MOATOTOBIICH-
HOCTH

- 3¢ (}EKTUBHO HCIIOJIL30BaTh CPEICTBA
(U3NIECKOM KyIbTYPhI TSI COXPAHESHUS
W YKPEIJICHUS 37I0POBbsI B TIPOIIECCE
po(hecCUOHATIBHON IEATEILHOCTH U
oi/IepKaHNe HeOOXOAMMOTO YPOBHS
(U3NIECKOi OArOTOBICHHOCTH;

OK 09. ITonb3oBatbes
npodeccuoHaIbHOM J10-
KyMEHTallUeW Ha rocyaap-
CTBECHHOM U MHOCTPAHHOM
A3bIKaX

- 3()EeKTUBHOCTH HCITOJIL30BaHUS B
npodecCuoHaIbHOMN JAESITEIBHOCTH He-
00X0IMMON TEXHUYECKOH TOKyMEHTa-
L[MH, B TOM YHCJIC Ha aHTJIMHCKOM SI3bI-
Ke.
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Pabouast mporpamma npodeccuonanbHoro moayns [IM.01 Beimonnenue paboT 1Mo MpOeKTHPOBAHUIO
ceTeBoii  WMHGPACTPYKTYphl  pa3paboTaHa Ha  OCHOBE  (helepalbHOr0  TOCYIapCTBEHHOTO
00pa30BaTeNbHOTO CTAaHAApTa MO CHENUATBHOCTH CPEAHEro mpodeccuoHanbHOro 00pa3oBaHUs
09.02.06 CereBoe U CHCTEMHOE aIMUHUCTPUPOBAHKE, YTBEPKAEHHOTO MPHUKa30M MHHHUCTEPCTBA 00pa30BaHUs
n Hayku Poccuiickoit deneparun ot 09.12.2016Ne 1548.

ABTOpBI:

ConmaroBa H.B., mpemomaBaTtens  BhICHIeH KBaTH(DHKAITMOHHOW KaTeTOPHHM IICHTpAa — KOJUIEIHKA
npukianusix kpaaudukanuii @I'BOY BO Muuypunckuii [AY

CoruacoBaHo:
Crpyukus B.A., nupexrop OOO «llenTp nHGOPMAITMOHHBIX TEXHOJIOTHID)

[Tporpamma paccmotpena Ha 3acegannu [IMK «KommbroTepHbie ceT 1 HHGOPMaIMOHHBIE TEXHOIIO-
U

npoToKoJ Ne 6 oT «22» siuBapst 2020 1.

[IporpaMmma paccMOTpeHa Ha 3acellaHud y4eOHO-METOJUYECKOH KOMHCCHM LIEHTpa-KoJuleka
npukiaaaeix kBanudukanuii ®I'bOY BO Muuypunckuii AY

npotokosl Ne 5 ot «24» sauBaps 2020 r.

[Tporpamma ytBepxkaeHa Pemennem Y4eOHO-METOAMUECKOTO COBETA YHUBEPCUTETA

npoTokoi Ne 5 ot «27» ssuBapst 2020 r.

[Tporpamma nepepaboTaHa u JOMONIHEHA B cOOTBETCTBUM ¢ TpeboBanusimu GI'OC CIIO

[Tporpamma paccmotpena Ha 3aceqanuu [IMK «KommnbrorepHsie cetd 1 HH()OpPMAIIMOHHBIE TEXHOIIO-
Trum»

npotokoa Ne 9 ot «19» ampenst 2021 1.

[TporpamMa paccMOTpeHa Ha 3acelaHMM Yy4eOHO-METOJUYECKOM KOMMCCUM LIEHTpa-KOJUIeKa
npukiagHeix kBanupukanuii ®I'6OY BO Muuypunckuit AY

npotokod Ne 8 ot «21» anpens 2021 r.
[Tporpamma yTBepxkaeHa Pemennem Y4eOHO-METOAMUECKOTO COBETA YHUBEPCUTETA
npoTokoia Ne 8 ot «22» anpens 2021 r.

[Iporpamma nepepaboTaHa 1 I0TMOJIHEHA B cOOTBeTCcTBUM ¢ TpeboBanusmu OI'OC CI1O

[Iporpamma paccmotpena Ha 3acenanuu [IMK «KommbrorepHsie cetn u nHGOpMAIIMOHHBIE TEXHOJIO-
rum»

poTokoa Ne 9 ot «18» anpenst 2022 r.

[TporpamMma paccMoTpeHa Ha 3ace/laHui y4eOHO-METOJUUECKOH KOMUCCHH LIEHTpa-KoJUIeka
npukiaaaaeix kBanupukanuit ®I'BOY BO Muuypunckuii [AY

npoTtokoa Ne 9 ot «20» anpens 2022 r.

[Tporpamma yTBepkaeHa PemenneM Y4eOHO-METONYECKOTO COBETa YHUBEPCUTETA
npoTokoa Ne 8 ot «21» anpens 2022 r.

[Iporpamma nepepaboTaHa 1 I0TOJIHEHA B cOOTBeTCcTBUH ¢ TpeboBarusmu OI'OC CI1O
[Iporpamma paccmotpena Ha 3acenanuu [IMK «Kommbprorepasie cetn u nHGOpMAIIMOHHBIE TEXHOJIO-
ruam»
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npoTokoa Ne 11 ot «16» uronst 2023 r.

[TporpammMa paccMOTpeHa Ha 3aceAaHuu Y4eOHO-METOANYECKONH KOMUCCHH LIEHTPa-KOJUIe/Ka
npuknaaaeix kBanmupukanuit ®IBOY BO Muuypunckuii [AY

npotokos Ne 11 ot «17» utonst 2023 r.

[Tporpamma yrBepxkeHa Pemenrnem Y4eOHO-METOAMYECKOTO COBETa YHUBEPCUTETA
1poToKoa Nel0 ot «22» uronst 2023 r.

[Iporpamma nepepaboTaHa U IOMOJIHEHA B cOOTBeTCTBHH ¢ TpeboBanusmu OI'OC CITO

[Tporpamma paccmotpena Ha 3acegannu LIMK «Kommnbroteprsie cetu U nH(GOpPMAIIMOHHBIE TEXHOJIO-
U

npoTokoi Ne 9 ot «16» anpens 2024 r.

[TporpaMma paccMoTpeHa Ha 3ace/laHui y4eOHO-METOUUYECKOH KOMUCCUH LIEHTpa-KoJUIeka
npukiaaaeix kBanudukanuii ®I'bOY BO Muuypunckuii AY

poToKoa Ne 9 ot «17» anpens 2024 r.

[Tporpamma ytBepxkaeHa Pemennem Y4eOHO-METOAMUECKOTO COBETA YHUBEPCUTETA
npoTokoa Ne8 ot «18» anpens 2024 r.

Opurunan nomkeH xpanuthes B UMK «KomnbroTepHbie ceTr 1 HHOOPMAIIMOHHBIE TEXHOJIOTHI
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